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Coding Theorems for Secret-Key Authentication Systems*

Hiroki KOGA' and Hirosuke YAMAMOTO'", Regular Members

SUMMARY  This paper provides the Shannon theoretic cod-
ing theorems on the success probabilities of the impersonation
attack and the substitution attack against secret-key authentica-
tion systems. Though there are many studies that develop lower
bounds on the success probabilities, their tight upper bounds
are rarely discussed. This paper characterizes the tight upper
bounds in an extended secret-key authentication system that in-
cludes blocklength K and permits the decoding error probability
tending to zero as K — oo. In the extended system an encoder
encrypts K source outputs to K cryptograms under K keys and
transmits K cryptograms to a decoder through a public chan-
nel in the presence of an opponent. The decoder judges whether
K cryptograms received from the public channel are legitimate
or not under K keys shared with the encoder. It is shown that
2—KI(W3E) s the minimal attainable upper bound of the success
probability of the impersonation attack, where I(W; E) denotes
the mutual information between a cryptogram W and a key E.
In addition, 2= KH(EIW) ig proved to be the tight upper bound
of the probability that the opponent can correctly guess K keys
from transmitted K cryptograms, where H(E|W) denotes the
conditional entropy of E given W.

key words: authentication, impersonation attack, substitution
attack, information-theoretic bounds, coding theorem

1. Introduction

Authentication schemes are used in order to guaran-
tee that a message received by a legitimate receiver is
actually transmitted from a legitimate sender in the
presence of opponents who try to cheat the legitimate
receiver. The authentication schemes, which should
be designed so that the cheat hardly succeed, are re-
alized by using secret key cryptography or public key
cryptography. This paper focuses on a class of the au-
thentication schemes based on secret key cryptography
that yields the unconditional security. The uncondi-
tionally secure authentication scheme enables authen-
tication even in the case that the opponents have unlim-
ited computational power and know everything about
the scheme except for the secret key.

Many papers that treat secret-key authentication
systems usually consider the block diagram shown in
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Fig.1. In the figure let M € M and E € £ be random
variables from a source and a key generator, respec-
tively. Key E is transmitted to both an encoder and a
decoder through a secret channel in advance. A legiti-
mate sender encrypts M to a cryptogram W € W under
E and transmits W to a legitimate receiver through a
public channel. The cardinalities of the alphabets M, &
and W are assumed to be finite. When the legitimate
receiver receives a cryptogram W € W from the public
channel, he decrypts W to M under E. In the case
that no one attacks the authentication system, the le-
gitimate receiver always reproduces M = M. An oppo-
nent, however, may try to impersonate the legitimate
sender by injecting a fraudulent cryptogram W' € W
into the public channel when W is not transmitted. The
opponent may also substitute a fraudulent cryptogram
W' e W for the legitimate cryptogram W transmitted
through the public channel in the hope that W’ would
be decrypted as a source output M’ # M. The first and
the second attacks are usually called the impersonation
attack and the substitution attack, respectively. In the
presence of the opponent, W is either W or W’.

Let P; and Pg denote the success probabilities of
the impersonation attack and the substitution attack,
respectively. After Simmons [1] showed P; > 2~ 1(WiE),
several lower bounds on P; or Ps, e.g., Pg > o-H(EIW),
are derived from the same viewpoints as Simmons’ [2]-
[4], where I(W; E) denotes the mutual information and
H(E|W) denote the conditional entropy. These lower
bounds, however, are not attainable in general. In
addition, the method establishing the lower bounds
suggests neither an operational meaning of the lower
bounds nor existences of any tight upper bounds of P;
and Pg. This dissatisfaction may arise from the way
establishing the lower bounds. They are usually ob-
tained as a consequence of the convexity of —tlog, ¢ for
t € (0,1), and hence, gives little insight into actual en-
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Fig.1 Block diagram of a secret-key authentication system.
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coding and decoding schemes. The two probabilities Py
and Pg are also discussed from viewpoints of the com-
binatorics [5], [6]. It is shown that P; > |M|/|W| and
Pg > (M| = 1)/(]W]| — 1), respectively. However, the
optimal construction achieving the equality is limited
to a few special cases when there exist certain orthog-
onal arrays.

In order to unveil another basic properties of
the secret-key authentication systems, this paper an-
alyzes them from a viewpoint of the Shannon theory.
An extended secret-key authentication system treated
throughout this paper is shown in Fig.2. In the ex-
tended system, source output My, k = 1,2,... K, is
encrypted to cryptogram Wj under key E} indepen-
dently for K times. The legitimate sender transmits
WE = (Wi, Ws,...,Wg) € WK as a block to a legiti-
mate receiver sharing EX = (Ey, Es,..., Ex) through
a public channel in the presence of an opponent. The
opponent may inject W' = (W[, W3,...,W}) € WK
when WX is not transmitted or substitute W' for
WK when W is transmitted. The legitimate receiver
receives WK = (Wl, Wa,...,Wg) € WE from the pub-
lic channel, judges whether WE = WK or WK = w'K
and tries to reproduce M = (My, My, ..., Mk).

There are two big differences between the secret-
key authentication systems given in Fig.1 and Fig. 2.
Firstly, the decoder in Fig. 2 is assumed to permit suf-
ficiently small the decoding error probability, which
tends to zero as K — oo, when WE = WX, Permit-
ting this negligible decoding error probability is essen-
tial when the extended secret-key authentication sys-
tem is analyzed from a viewpoint of the Shannon the-
ory. Actually, almost all source coding theorems and
channel coding theorems for block coding in the Shan-
non theory do not hold without permitting decoding er-
ror probability tending to zero as the blocklength goes
to infinity. Secondly, the decoder in Fig. 2 can statisti-
cally check whether (Wk, Ey), k=1,2,...,K, is inde-
pendently generated according to Py g, where Py g de-
notes the joint probability distribution of a cryptogram
W and a key E. Such decoder can realize a secure
secret-key authentication system because it is usually
be hard for the opponent not knowing E* to find W’ K
such that (W], Ey), k = 1,2,..., K, is independently
generated according to Py k.

This paper attempts to obtain operational mean-
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ings of I(W;E) and H(E|W) appearing in the Sim-
mons’ lower bounds. Let PI(K) and PéK) denote the
success probabilities of the impersonation attack and
the substitution attack in the extended secret-key au-
thentication system in Fig.2, respectively, while let
Pe(ﬁz,,« be the decoding error probability. We first intro-
duce a class G of sequences of decoders {Gk }%_; that

enables to define Pe(rKr)m« and PéK) adequately. We show
that I(W; E) is the maximal attainable lower bound of
—% log, PI(K) for {Gk}%_, € G satisfying Pe(ﬁz,r —0
as K — oo. We explicitly construct a sequence of de-
coders {G}}%_, € G attaining the lower bound and
satisfying Péﬁ?,r < 2_K17€+0(K17€), where € € (0,1) is
a constant that can be arbitrarily close to zero. No-
tice that, if the Simmons’ bound is applied to the ex-
tended secret-key authentication system in Fig.2, for

each K > 1 only —+ log, PI(K) < I(W; E) holds for all

decoder Gk satisfying Pe(fizw = 0. Notice again that

the Simmons’ bound does not guarantee the existence

of Gk satisfying the inequality with equality.
Compared with PI(K), the analysis on the asymp-

totic behavior of PéK) is much more difficult. How-

ever, we can evaluate the asymptotic behavior of PC(;K),

the probability that the opponent can correctly guess

EX from WX, Usually, PéK) gives a lower bound of

PéK). In this paper, we prove that all {Gg}%_, € G

with Pg%r — 0 satisfy limsupg_, . —% log, P((;K) <
H(E|W). In particular, {G% }%_, turns out to satisfy
—Llog, P — H(E|W) as K — co.

We note that a coding theorem on a secret-key
authentication system is also discussed by Sgarro [7].
In Sgarro’s scenario an encoder compresses a source
block M¥ € MX by an entropy coding and encrypts
MX to a cryptogram W € W under a key E € &.
Here, notice that E and W are not elements of £X
and WX | respectively, while M* belongs to MX. It is
shown that, if - log, [W| > H(M), there exists a pair
of an encoder and a decoder that makes both of Pj
and the decoding error probability arbitrarily small for
sufficiently large K, where H (M) denotes the entropy
of M. His coding theorem, however, is not so sharp. In
fact, no relationship is clarified between Sgarro’s coding
theorem and the Simmons’ bound.

Maurer [8] points out a relationship between the
hypothesis testing and the secret-key authentication
systems. If in Fig.1 the opponent tries to imperson-
ate the legitimate sender by injecting W’ generated ac-
cording to a probability distribution on W, then the
decoder can be regarded as a hypothesis tester. In
fact, the decoding error and the success of such im-
personation attack correspond to the type I error and
the type II error of the hypothesis tester, respectively.
In [8] P; > 27 1(WiE) is proved by using an inequality
on the hypothesis testing and the fact that the type I
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error probability is equal to zero. Since the decoder in
Fig.2 can also be regarded as a hypothesis tester with
a nonzero type I error probability, the viewpoint from
the hypothesis testing is also useful in this paper. In
particular, the tightness of I(W; E) in the asymptotic
behavior of —% log, PI(K)
inequality.

This paper is organized as follows. In Sect.2 the
authentication coding problem is mathematically for-
mulated with introducing notations. Formal definitions
of PI(K) and Pé,«Kr)or are given. After defining PC(;K) and a
class G for sequences of decoders, coding theorems that

is proved by using the same

characterize asymptotic behaviors of PI(K) and PéK)
are claimed in Sect.3. They are proved in Sect.4 by
using the theory of the type and the typical sequences.

2. Problem Formulation

This section is devoted to mathematical formulation
of the problem to be considered. Let M,& and W
be finite sets satisfying |M| < |[W|. In Fig.2 let
M¥E = (My, M,,...,My) € MX be a K-tuple of ran-
dom variables independently generated from a source
according to a probability distribution Pp;. Without
loss of generality, Pys(m) > 0is assumed for all m € M.
Key EX = (Ey, B, ..., Ex) € £X is a K-tuple of ran-
dom variables independently generated from a key gen-
erator according to a probability distribution Pg sat-
isfying Pr(e) > 0 for all e € £&. Key EX is trans-
mitted to both an encoder and a decoder in advance
through a secret channel perfectly protected against the
opponent. Suppose that Ej is independent of M, for
k =1,2,...,K. The probability distributions of M%
and EX are denoted by Pyx and Pgx, respectively.
Since M¥ and E¥ are independent random variables,
the joint probability distribution Pyx gx of M* and
EX is equal to Py« Pgx.

A legitimate sender encrypts M X to a K-tuple of
cryptograms W = (Wi, Wy, ..., Wg) € WK under
EX by using an encoder F : MK x €K — WK, For
all K > 1 define Fx as a mapping that generates WX
according to

Wk:f(Mk,Ek) for allkzl,?,...,K7 (1)
where f : M x & — W is a mapping satisfying
f(m,e) # f(m',e) for all (m,e) # (m/,e). That is,
f(-,e) is one-to-one for each e € £. Notice that such f
is easily constructed since |[M| < |W| is assumed. The
probability distribution of W = f(M, E) is written as

Py(w)= Y Y Pu(m)Pp(e)x(w, f(m,e)), w e W,

meM ee€

where x(w, f(m,e)) = 1ifw = f(m, e) and 0 otherwise.
Clearly, (Wi, Ey), k = 1,2,..., K, become K pairs of
random variables independently generated according to
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Fig.3 Example of f and g when |[M| =2 and || = |W|=4.

Pwr = PwPg)w, where Py g denotes the joint prob-
ability distribution of W and E and Pg) denotes the
conditional probability distribution of E given W. The
probability distribution of W, the joint probability
distribution of W and E¥, and the conditional prob-
ability distribution of EX given WX are denoted by
Py x, Pyyx pr and Pgx |y, respectively.

Throughout this paper f: M x & — W is an ar-
bitrarily fixed mapping satisfying I(W; E) > 0, where
I(W; E) denotes the mutual information defined as

PE|W(6|U)).

I(W;E)= > > Pw(w)Pgw(elw)log, Prle)

weW ec&

The mutual information I(W;E) is also denoted by
I(Pw; Pgjw ). Since f( -, e) is one-to-one for each e € &,
m can be reproduced from w = f(m,e) and e by using
the following mapping g : W x &€ - M U {A}:

m, if f(m,e) =w,

g(w,e) = { A, if w(¢ {f(m,e) : m e M}. (2)
It is easy to check that g(f(m,e),e) = m for all (m,e) €
MxE. Actually, f and g can be used as an encoder and
a decoder, respectively, in the secret-key authentication
system given in Fig.1. An example of a pair of f and
g in case of M = {my,ma}, € = {e1,es2,e3,e4} and
W = {wi,ws, w3, wys} is given in Fig.3. If M and FE
are uniformly distributed over M and &, respectively,
W is uniformly distributed over W. Furthermore, in
such a case since Py p(wle) = £ for all (w,e) € W x &
satisfying g(w, e) # A, it is easy to verify I(W; E) = 1.

In the presence of an opponent who may inject
w'E e WK into the public channel, a legitimate re-
ceiver receives W = (Wl,WQ, .. .,WK) € WX that
equals either WE or W, The legitimate receiver
decrypts W under EX by using ‘a decoder G :
WE x 8 - ME U{A}. Tf Gx(WE,EX) ¢ MK,
the legitimate receiver accepts WE = WK and repro-
duces M% = GK(WK, EX). Otherwise, he rejects WK
since he judges that the opponent injected fraudulent
Wk

The opponent is supposed to know anything on the
authentication system given in Fig. 2 but M % and EX.
That is, he knows K, Fx, Gk, Py, Pe and Py and he
can observe WX transmitted through the public chan-
nel, but he does not know realizations of M¥ and EX.
The opponent may impersonate the legitimate sender
by injecting W’* € WX into the public channel when
WE is not transmitted. Such impersonation attack suc-
ceeds only when W' satisfies G (W'™, EX) € MK
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under EX unknown to the opponent. The success prob-
ability of the impersonation attack is defined as

max Por (X)) (0™ XY, (3
g T Per e, @

P =

where

K kv [ 1, if Gr(w',eX) e MK,
Xi(w'™ e )_{ 0, otherwise.

That is, PI(K) means the probability of the successful
impersonation attack for the case that the opponent
chooses optimal W'%.

The opponent may interrupt the transmission
of WE and send WX to the legitimate receiver
in hope that W' would be decrypted as M'" =
Gr(W'™,EX) € MX not equal to M¥X. In this
paper the substitution attack is supposed to suc-
ceed when both (i) Gr(W'™, EX) € M¥ | and (ii)
(Gx (W' EKY)), £ g(Wy, Eg) for some 1 < k < K,
are satisfied, where (G (W'™, EX)); denotes the k-th
component of G (W’ K EK ). The success probability
of the substitution attack is defined as follows:

K
P = 3" Pyr(wk)
wKewk
ma: P Kk W™ Wk XY,
wﬂ};mﬂ s )
(4)
where

K
XS('LU/ 7,wK’eK)

1, ifall of Gg(wX,ef) e MK,
Gr(w'™,eX) e MX and
= GK(wK,eK);éGK(w’K,eK)
are satisfied,
0, otherwise.

The second sum in (4) is the probability that w'™ is

successfully substituted for w’. Therefore, PéK) means
the probability of the successful substitution attack for
the case that the opponent choose W’ K optimally ac-
cording to WK,

Since Fi(-,eX) is one-to-one for each eX € &K
construction of Gk satisfying G g (Fi (m®,eX), ef) =
m& for all (mf,ef) € MK x €K is easy. All
should be done is to define G as Gg(w’,ef) =
(g(wi,e1), g(wz,€2), ..., g(wk, ex)) if (g(wi, e1), g(wz,
e2),...,g(wk,ex)) € MX and A otherwise, where
wk = (wi,wy,...,wg) and eX = (e1,eq,...,ex).
However, we are not interested in such decoder. In
fact, if such decoder is used, the secret-key authentica-
tion system shown in Fig.2 can be reduced to the con-
ventional secret-key authentication system in Fig.1 by

)
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replacing M¥, £X and WX with M, £ and W, respec-
tively. For the sake of realizing a secure authentication
system, we rather consider decoders that may cause de-
coding error. The decoding error probability for such
decoder G is defined as

P{R),. = Pyxpx {Gk(Fg(M™,EX),ER) # M*} .
(5)

In order to guarantee reliable communication from
the legitimate sender to the legitimate receiver, Pe(fi())r
should be sufficiently small. To this end, sequences of
decoders {Gx}%2_, satisfying Pe(ﬁ?w — 0as K —
must be constructed. In the following sections, asymp-
totic behaviors of PI(K) and PéK) are discussed under
the constraint.

3. Main Results

In the secret-key authentication system shown in Fig. 2,
a decoder Gk may cause decoding error. For given
WE = Fr(M*%, EX), however, it is important to no-
tice that there are two different kinds of decoding errors
as follows:

(A) Gr(WE EX) ¢ MK and G (WK, EX) £ MK,
(B) Gg(WE EK) = A.

If the decoding error of case (A) occurs, it cannot be
distinguished from the successful substitution attack by

the opponent when W’ K — WK In order to avoid the
decoding error of case (A), we first introduce a class G

of decoders. For a given decoder G'i define R(()K) and

RgK) as

R(()K) = {(w",ef) e WK x X 1 Gr(w", ") =m®

such that F(m®™, e") = w},

RO = {(w",e5) e WK x €K 1 Gre(wk,e) = A},

respectively. If RSK) and R(lK) of Gk form a parti-
tion of WK x €K, Gk is supposed to belong to the
class Gx. That is, Gx € G maps (wX, ef) satisfying
(g(wy,e1), g(wa,ea),...,g(wk,ex)) € ME to either
(g(w1,e1), g(wz,€2),...,g9(wk, ex)) or A, while it maps
all (wf,ek) satisfying A € {g(wy,e1),g(wa,ea),. ..,
g(wg,ex)} to A. Notice that the decoding error of
case (A) cannot occur for all Gx € Gx. We call RéK)

the decodable region of G'i since all elements in R(()K)
are correctly decoded by G. Define a class G for se-
quences of decoders {Gk }%_, by

g:{{GK}%O:l : Gk € Gk for allel} (6)

Now, an important sequence of decoders {G% }%_,
€ G is given. Since for each K > 1 G, belongs to G,

description of RS(K) corresponding to G, specifies G
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Before describing RE(K), for an arbitrarily fixed > 0

define AF) and BE) (w) as follows:
= {wK e WX D(P,x||Pw) < 6}, (7)
B(K ={ef el
D(Pesc |y ||Pgjw | Py) < 0}, (8)
where P,x denotes the type of w y Pexjyx denotes
the conditional type of e given w*, D(P,«||Py) and

D(P.x k|| Pejw | Py ) are the dlvergence and the con-
ditional divergence defined as

P K(w)
D(P, P Px(w)l w
( wKH W w;v K Og2 PV[/(UJ)’ (9)
D(Pexc o< ||Prjw | Pur) = Y Py (w)
wew
PK K( |w)
Jw
. P )1 _ 1
Z eK|wK(e‘w 089 P| (€|’LU)7 (0)

e€ef

respectively. See [9] or Sect. 4.1 of this paper for defi-
nitions of the type and the conditional type. By using
A and B (wk), RS(K) is expressed in the follow-
ing form:

Ry = {(w",ef) e WK x K .
wi e AF) K e BE) (1K) and

A ¢ {g(wy,e1),g(ws,ea) ..., g(wk, eK)}}. (11)

If (wk,ef) e RS(K), then G% (w’,ef) = (g(wy,e1),
g(wa,e3),...,9(wk,ex)). Otherwise, G (wk,ef) =
A, ie., (W, eX) isrejected as fraudulent by the decoder
G even if (g(w1, 1), g(wa, e2), ..., g(wk, ex)) € ME.

1f R is defined by setting # = K~ with 0 <
e < 1in (7) and (8), the following theorem holds with
respect to Pe(rli)or and PI(K).

Theorem 1: Fix ¢ € (0,1) arbitrarily and for each
K > 1 construct RS(K) by setting 0 = K¢ in the def-
initions of A% and B (wk) given in (7) and (8),
respectively. If WE = WK ig decrypted by G corre-

*(K)

sponding to R,,""’, then Pe(wzjr satisfies

PE) =K' ro(KTTE) (12)

In addition, if WX = WX is decrypted by the same
G%;, for any 6 € (0,I(W;E)) there exists an integer
Ky = Ky(g,0) such that PI(K) satisfies

PI(K) < o~ K[I(W;E)~4] (13)
for all integers K > Kj. m]
p)

Actually, Theorem 1 claims that both Klim o
=0 and

1695

. 1 K
lim inf — - log, P > 1(W; E) (14)

are satisfied in case that {G}}%_, € G is used. The
following theorem claims, however, that the limit supe-
rior of —% log, PI(K) is less than or equal to I(W; E)
for all {Gk}%_, € G as far as they have the decoding
error probabilities tending to zero as K — oo.

Theorem 2: Any sequence of decoders {Gg}%_, €
g with

Jim P =0 (15)
satisfies

hfr{n sup — — log2 P(K) < I(W;E). (16)

h O

K)

Now, the asymptotic behavior of Pé is consid-

ered. It is easy to see, however, that PgK) defined in (4)
satisfies —% log, PéK) — 0 as K — oo since the sub-
stitution of WX for W' satisfying Gx(W'*, EX) €
MXE and there exists a k with ((GK(W’K,EK))k +
(G (WE EE)), is defined to be successful. Actu-
ally, the probability that W' satisfying W # W; and
W, =Wy forallk =2,3,..., K is accepted by Gk does
not depend on K and gives a lower bound of PéK). In
order to clarlfy a relationship between the asymptotic

behavior of —+ log2 P( ) and an information theoretic

quantity such as H(E|W), the definition of Pé ) must
be modified. Nevertheless, even if the substitution of

WX for W' is supposed to succeed when both (i)
Gr(W'™ EX) € ME_ and (i) (Gx(W'",EX)),, +
(Gr(WE EE)), for all 1 < k < K, are satisfied, the
analysis of PéK) with increasing K is much more dif-

ficult than the analysis of PI(K) unfortunately. Hence,
we will focus on another probability on the substitution
attack that decays of exponential order of K and whose
exponent is related to H(E|W).

Suppose the situation that the opponent tries to
guess EX from WX correctly. The opponent who
knows E¥ can always succeed in his substitution at-
tack. All he has to do is to choose his desirable
M5 = (M}, M}, ..., M} satisfying M'" # MX ar-
bitrarily and to substitute W'* = Fg(M'", EX) for
WX, When the opponent takes the optimal strategy in
guessing EX from WX that (WX EX) is decryptable,
its success probability is given by

PEY = 3 Pyrc(w)

wKeWwk

max Prrcpwr (eXw), (17)

ek :('wK7eK)€RgK)

where R(()K) denotes the decodable region of Gx € G
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and the maximum in (17) is supposed to be zero if
{eff € 8 . (wK eE) € R(()K)} = ¢. It is easy to
prove that P((;K) < PéK) under a weak assumption on
Gk such as |R((JK)(6K)| > 1 for all X € €K where
RgK)(eK) = {wK e WK : (wE eK) e RgK)}.

The following two theorems characterize the

asymptotic behavior of PéK). The two theorems claim
that H(E|W) is the maximal attainable lower bound of

—% log, PéK) for {Gr}%_, € G satisfying Pe(fiz,r — 0
as K — oo.

Theorem 3: Fix ¢ € (0,1) arbitrarily and for each
K > 1 construct G, in the same way as Theorem 1. If

WE = WwEK ig decrypted by G, then Pe(fi())r satisfies
PE) =9 K T oK), (18)

error

Moreover, for any § € (0, H(E|W)) there exists an in-
teger Ky = Ko(g,0) such that PC(;K) satisfies

PéK) < 9~ KIH(EIW)-3] (19)
for all integers K > Kj. O

Theorem 4: Any sequence of decoders {Gg}%_, €
G with

lim P) =0 (20)
K—oo
satisfies
1
lim sup —— log, PS*) < H(E|W). (21)
K—oo K
O

Notice that Theorem 3 guarantees that {G5 }%_,
€ G satisfies

. 1 K
lim inf — - log, P > H(EW). (22)

Hence, Theorems 1-4 claim that {G }%_, € G satisfies
both

. 1 K
Jim —— log, P = (W E) (23)
and
. 1 K
Jim —— log, PO = H(EW). (24)

In the secret-key authentication system in Fig.2, e
is transmitted to both the encoder and the decoder
in advance. Since the ordinary source coding theo-
rem claims that e can be transmitted with about
KH(E) bits, sharing e can be regarded to sharing
KH(FE) bits in common. From the relation H(E) =
I(W; E)+ H(E|W), we can intuitively interpret G as
a decoder that uses KI(W; E) random bits to protect
WE against the impersonation attack and K H(E|W)
bits to hide EX from the opponent.
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4. Proofs
4.1 Properties of the Type and the Typical Sequences

This subsection briefly summarizes basic properties of
the type, the conditional type and the typical sequences
used in the proofs of theorems given in the preceding
section. Several formulae that play important roles in
the proofs are given without proving each of them. See
[9] for their proofs.

The type P,x of wX = (wy,wa,...,wx) € WK is
a probability distribution on W defined as

wa(a):%Hk Cwy—a)|, aew, (25)

where | - | denotes the cardinality of the set. Let TJVK)
denote the set composed of all the types of w’ € WK,

The cardinality of TV(VK) satisfies
1T < (K + 1), (26)
For any given Qw € ’Z;,(VK) define WX (Qy) as follows:
WEQw) = {w" e WK : Px = Qw}, (27)

which is the subset of WX whose all elements have type
Qw . It is known that WX (Qyy) satisfies

1

for any Qw € TV(VK), where H(Qw) is the entropy de-
fined as

HQw) = Y —Qw(w)log, Quw (w). (29)

weW

The probability that w® € WX (Qw), Qw € TV(VK) is
independently generated according to the probability
distribution Py is written as

Py (wK) _ Q—K[H(QW)"FD(QWHPW)]’ (30)

where D(-||-) is the divergence defined in (9).

The conditional type is defined by way of the
joint type. The joint type Pyx.x of wX =
(wi,wa,...,wr) € WK and eX = (e1,e9,...,eK) €
EX is a joint probability distribution on W x £ defined
as

Poer (D) = | {k + (we) = @B} (31)

for (a,b) € W x €. The conditional type P.r,x is
defined as the stochastic matrices from W to £ whose
all components are determined by

PwK (a)PeKle (b |(L) = PwKeK (a7 b) (32)

for (a,b) € W x E. Let Te(liv? denote the set composed
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of all the conditional types from WX to £X. The car-
dinality of TS(\V\E is bounded as follows:

TS < (K + ), (33)

For any given Qw € TV(VK),wK e WX(Qw) and
Qew € TElV\B define £5(Q gyw|w™) as

EXQpww™)={e" € EX ¢ Poxjyr =Qpw}

(34)
Then, EX(Q gyw |w™) satisfies
b oKH@ewl@w)
(K + 1)V
< EX(Qmw|w™)| < 2K @mwiQw) o (35)

where H (Q gw |Qw) is the conditional entropy defined
as

H(Qpw|Qw)

=> "> Qw(w)

weW ec&

w)Qpw (e|w) logy Qpjw (e[w). (36)

€ WK(Q{/V) and
Qew € TSlW’ it is easy to prove that

For any given Qw € TV(VK),wK

Pprjwx (" ™)
— 9~ K[H(Qpw|Qw)+D(QEejw||Peiw|Qw)] (37)

for all e € EX(Qpw|w’), where D(-||-|-) is the
conditional divergence defined in (10).

Now, define T(K) and TIEJ|W( K as follows:

(K) — {U)K e Wk .

|Pyx(a) — Pw(a )\<5Kforalla6Wand
P,x(a ) = 0 whenever Py (a) = 0}, (38)
K

T (™) = {eF e X . |PwK6K (a,b)

- wa( a)Pgw(bla)| < dk for all (a,b)
e W x € and Pyr.x(a,b) =0
whenever Pgy (bla) = 0}, (39)

where {0 }%°_, is an arbitrary positive sequence satis-
fying i — 0 and VK — oo as K — oo. It is known

that T(K) and T](sz,( K satisfy

Jim Py {WK € Téﬁ’} ~1, (40)
wh) | wK} =1 (41)

for an arbitrary w® € WX. By using (40) and (41), it
is easy to prove that

: K (K)
Jim Prws { X € THS, (u

lim Py g {(WK,EK) € T<K>} =1,  (42)
K—oo
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where T) is defined as
75 = {(w",e®)y e WE x g5
e Ty (X)) (43)

In addition, it is important to notice that (30), (37)
and the definition of {0k }%_, lead to

PWK(U}K) — 2—KH(W)+0(K)’ (44)

PEK|WK(€K|U)K) _ 27I(H(E'|W)+0(K)7 (45)

wk € T‘SVK) and X

for wk ¢ T‘S‘f() and (w"
where H(E|W)

,ef) € T respectively,
= H(Ppjw|Pw).

4.2 Proof of Theorem 1

Theorem 1 is proved by using four lemmas that are

shown in this subsection. While Lemmas 1-3 help eval-
uating Pe(fi)or, Lemma 4 is used for evaluating PI(K).

The decoding error probability PETT)OT in (5) is orig-
inally defined with respect to the joint probability dis-
tribution Py;x px. Lemma 1 claims that Py xpx can

also be used to express Pe(rKTz,,« if Gk € Gk.
Lemma 1: Suppose that {Gg}%_, € G and let

(RéK), RgK)) be the partition of WX x K correspond-
ing to Gk. Then,

PE) — Pcpr {(WK,EK) € R(lK)} (46)

error

for all K > 1.

Proof: Fix K > 1 and Gig € Gk arbitrarily. It is
sufficient for proving (46) to establish

Jo {(MK,EK) eD<K>}
— Pyxpx {(WK,EK) e Rg’“} : (47)
where
D) — {(m", ) e M x X
Gr(Fr(m®,ef), ) =m"}.

For an arbitrarily fixed eX € £K define DU (eX) and

R(()K)(eK ) as follows:

DU (eK) = {mK e ME . (mE,e5) e D<K>} , (48)
R(()K)(eK) = {wK e WE = (wh,eF) R(()K)}. (49)

It is important to note that Fi(-,eX) is a bijec-
tive from D) (eX) to RgK)(eK). In fact, Fg(-,eX)
is clearly one-to-one from the definitions of f and
Fg. On the other hand, for any w® € R((JK)(eK)
there exists m® € M such that Fg(mf, eX) =
wX and Gr(wk,ef) = m&.  Such m¥ satisfies
Gr(Fr(m®, ef) ef) = m% and therefore belongs to
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D) (eX).  This argument establishes the fact that
RV (eK) € {Fie(mX,eX) : mK € DI)(eK)}, which

implies Fy(-,ef) is onto.

Since for each ef € EX Fg(-,ef) is a bijective
from DE) (eX) to R(()K)(eK), wk e R(()K)(eK) is gener-
ated by the encoder only when m* € DU (eK) satis-

fying Fx (m, e) = w¥ is the source output. Accord-
ingly,
PMK(mK) = PWK\EK(FK( K K)|€ ) (50)

for all m% € D) (eK). Then, the left hand side of
(47) is evaluated in the following way:

Py g {(MK,EK) € D<K>}

2y

(mX eK)eD(XK)

2% Poe(e®) Y

eKegkK mEeDK) (eK)
3
:) Z PEK (6

eKecgK
> Pysipx (Fre(m®,e")[e)

mEeDE) (eK)

2% Pux(e®) Y

eKeekK wKeR((]K)(eK)

PMK (mK)PEK (EK)

Pyrx (mK)

PWK‘EK (wK|€K)

5:) PWKEK {(WKvEK) € R((JK)} ) (51)

where the marked equalities in (51) follow since
1): EX is independent of M¥,

2): D) (eK) is defined by (48),

3): (50) holds for all m®% € DU (X)),
4): {Fx(mX,e5) : mE e DI (eK)} = RY (eK) for
c &k,

) is defined by (49). a

each eX
5): R(()K) (ef

The following two lemmas, Lemma 2 and

Lemma 3, are used for evaluating Pe(TIQ)T caused by
{G%}%2_,. Though these two lemmas are obtained as
consequences of the Sanov’s lemma (see e.g. [10], [11]),
proofs of the lemmas are given in Appendix in order to
make this paper self-contained.

Lemma 2: Fix # > 0 arbitrarily and let A% be the
set defined by (7). Then,

Py {WHK € AT} < (kK + 1) 2750 (52)
for all K > 1, where A(X) denotes the complement of
A,

Lemma 3: Fix 8 > 0 arbitrarily and for any given
w® € WE let B (wk) be the set defined by (8).
Then,
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PEK‘WK {EK S B(K)(’U}K) ’ wK}
< (K 4 1)WVIEl 9=Ko (53)

for all K > 1, where B() (wK) denotes the complement
of BU (w*).

The following lemma gives an upper bound of P(K)

Hereafter, let Py, be the set of all probability dlstrl—
butions on W and Pgyy be the set of all stochastic
matrices from W to &.

Lemma 4: Fix § > 0 arbitrarily. For a given Qw €
PW define .Ap and BP(QW) as

Ap ={Qw € Pw : D(Qw||Pw) < 0}, (54)
Bp(Qw) = {Qrw € Pejw :
D(Qew!|Peiw|Qw) < 0}, (55)

respectively. If WK is decrypted by G in the secret-
key authentication system given in Fig. 2, PI(K) satisfies

QwEAp

[1(Qws Qrw) + D(QEl|Pg)]| (56)

min
Qe weBP(Qw)

for all K > 1, where for given Qw € Ap and Qgw €
Bp(Qw) Qg means the marginal probability distribu-
tion on £ determined by

= > Qw(w)

weW

eef.

QE|W( elw),

Proof: Fix K > 1 arbitrarily. For all (w'*, eX) ¢ WK x
EX define ;7 (w'™, eX) as

1, ifw'™ € A®) and
K ¢ BE) (w'™), (57)
0, otherwise.

X (w™, ey =

When G is used, x1(w™,eX) in (3) equals one if
all of (i) w'™ e AK), (ii)eX € BE)(w'™) and (iii)
A ¢ {g(wi,er), g(wh,e2),...,9(wk,ex)} are satisfied
and zero otherwise. Therefore,

('™, e) < ('™, e) (58)
for all (w'™,eX) € WK x £ which leads to

K - K
PI( )< ohax KZ P (eX)xr(w'™, ef). (59)
eKegk
Note that g7 (w'™,eX) = 0 for all X € €K if w™ €
A In addition, if w'™ € AF) g, (w'™,eX) =0 for
all e € BE) (/™). By using these facts, (59) can be
bounded in the following form:
P(K) <  max Z

K (K)
wtEA K eBUO (w/K)

Ppr (") (w'™, eX)
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= max max E

AU w KWK (Qu)
Qwedr " QeiweBYO (@Quw)

Z Px (e5) 51 (w'™, %), (60)
eKeEK (Qpw|w ¥)
where A(TK) and B(TK)(QW) are the sets defined as

0 —{Qw eT<K’:D<QW|lPW><9}, (61)

B;K)(QW) {QE|W €T, g|W :
D(Qejw||Peyw|Qw) < 0}, (62)
respectively.

Now, fix Qw € A}K) and w' € WE(Qw) arbi-
trarily. It is important to notice that )Zf(w’K, ey =1
for all Qpw € B(TK)(QW) and ef € 5K(QE‘W|U/K)
from the definition of ¥;(w'™,eX) in (57). This fact
enables to evaluate the right hand side of (60) as fol-
lows:

1)
PI(K) < max(K) . nax Z
eA w’ EW (Qw)
@w QE\WGB(TK)(QW)

EX (Qppw|w™)| - 2 KIH(@e)+D (@l 1P5)]
2)
< maX(K) K K( ) Z
w’ eW Q
QwEA, w QE|WEB§~K)(QW)
oK H(Qpw|Qw) . 9—K[H(Qr)+D(Qx||Pr)]

3:) max Z

(K)
QweA, QE‘WEBSFK)(QW)
Q—K[I(Qw;QE\w)+D(QE\\PE)]’ (63)

where the marked equality and inequalities in (63) are
established from

1): for any given Quw € A;K),M’K € WX (Qw) and
QE|W S B;K)(Qw), )Zl(w’K,eK) =1 fOI‘ all
e € EK(QE‘W\w’K) and equality Pgx(ef) =
2~ KIH(Q@e)+D(@QellPe)] that is established in the
same way as (30),

: inequality (35),

3): I(Qw; Qew) = H(QE) —

sum no longer depends on w

\)
~

H(Qpw|Qw) and the
e WE(Qw).

Finally, the right hand side of (56) is obtained in
the following way:

4)
< max (K + 1) exp, [—K
QweA{©

min H(Qw; Qew) + D(QE||Pr)]
QE\WGB(TK)(QW)

pi)

5)
< (K +1)MVIE . exp, { K min
QweEAp QE|WEBP(QW)
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[1(Qw: Qew) + D@l Po)]| (64)

where the marked inequalities in (64) follow from
4): inequality (33),
5): AY) ¢ Ap and B (Qw) € Bp(Qw). O

Proof of Theorem 1:

Theorem 1 has two claims. One is on Pe(rli()n and
the other is on PI(K Firstly, the claim on Pefim
n (12) is established. Fix e € (0,1) arbitrarily and
define 0 as § = K. 1In case that WK = WK
is decrypted by G, the decoding error occurs when
WE ¢ AK) or EX ¢ BE)(WK). Tt is clear that
A ¢ {g(Wl, E1)7g(W2, EQ), AP ,g(WK, EK)} from the

definition of F. Therefore, by using Lemma 1 Pe(ffuz,r
can be evaluated in the following form:

P, < P {WK ¢ ATTL 4 37 P (w
wk e AK)

S {EK € B (wK) | wK} . (65)

Lemma 2 implies that the first term in the right hand
side of (65) can be bounded as follows:

Py« {WK
Moreover, Lemma 3 yields

Y Pyrc(w™)Pgrpyx {EK e BR (wK) | wK}

< Z PwK(w

wkK e AK)
< (K + 1)WIEN g=K" 5 (67)

€

c A(K)} < (K + 1) 27K (66)

—€

Ky (K +1)WiEl oK'

Inequality (12) is obtained by combining (65) with (66)
and (67).

Secondly, the claim on PI(K) in (13) is devel-
oped. Lemma 4 is a key to the proof. Since 6 =
K¢ is a monotone decreasing function of K, Ap
and Bp(Qw) shrink to the neighborhoods of Py and
Pgw as K increases, respectively. Therefore, for any
6 € (0,I(W; E)), the continuities of the mutual infor-
mation and the divergence guarantee the existence of
an integer Ko(e,d) satisfying

O g ! (O Qo) + DIQelFe)

logy (K + 1)WIIEl .

+ K > I(W;

for all integers K > Ky(e,0). Combining Lemma 4
with (68) yields (13). O

E)-§ (68)
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4.3 Proof of Theorem 2

Proof of Theorem 2:
Assume that there exists {Gg }3_; € G satisfying both
(15) and

lim sup —§ log, P > 1(W; E). (69)

K—oo

We show that this assumption leads to a contradiction.
Notice that inequality (69) means the existence of a
6 > 0 and a subsequence {K;}52, such that

_F logy P9 > I(WE) + 6 forall j > 1 (70)
J

and K; — oo as j — o0.

To this end, let (’RéK)7 ’R(lK)), K > 1, be the parti-
tion of WK x €K corresponding to Gg. It is important
to note that PE(TKT)OT and PI(K) can be expressed as fol-
lows, respectively:

P, = Pusps { W5, EF) e REOL, (1)

PY) = max PEK{(w’K,EK)eR(()K)}. (72)
w' KWK

If the opponent generates W’ K e wk according to a
probability distribution Qyx on WX and injects W'
into the public channel, G accept W’ K as legitimate
with probability ]51(K) given by

pI(K) = Qwx Pgx {(W/Ka E") e RE)K)}
= Y Qur )P« {(w’K,EK) e RgK)}.

'KEWK
(73)
Clearly, (72) and (73) imply
B < B (74)

for all K > 1 and Qwx € Pyx.

It is important to notice that, if the opponent in-
jects W' K generated according to Qywx, the decoder
can be considered as a hypothesis tester with the null
hypothesis Hy and the alternative hypothesis H; de-
fined as

0 - (WK,EK) ~ PWKEK, (75)
Hy : (WK EX) ~ Qux Ppx. (76)

Here, K-tuple of cryptograms WE received by the de-
coder is regarded as an input to the hypothesis tester.
The hypothesis tester accepts Hy when (WX EX) ¢

R(()K). Otherwise, it accepts H; though it has no knowl-
edge on Qyx. Denote by a and 3 the probability of
the type I error and the type II error of the hypothe-
sis tester, respectively. Obviously from (71) and (73),

IEICE TRANS. FUNDAMENTALS, VOL.E83-A, NO.8 AUGUST 2000

a = Pe(ﬁ?w and 3 = I:’I(K). It is known that for any

K > 1,Qwx and partition (R(()K),REK)L the following
inequality holds:

11—«

o

alogy —— 4+ (1 —a)lo
gzl—ﬂ ( ) log, 3
< D(Pyx pr ||Qwr Ppr) (77)

[11, Theorem 4.4.1], where D(Py xgx||Qwx Pgx) is
the divergence between Py« px and Qwx Prpx defined
as

D(Pwrpx||Qwx Ppx) = Z Z

wEKeWK eKegK

Py xgr (wK>€K)
Qwr (W) Py (eX)

Moreover, the left hand side of (77) can be written as

- Pyyrx px (wK, eK) log, (78)

o 11—«
alog, T3 + (1 - «a)log,y 3

1 1
= —h(a)+alog, m"‘(l_a) logy =, (79)

g

where h(a) = —alogy a—(1—a) logy (1 —a) denotes the
binary entropy. By using h(a) < 1 and alog, 1 _ﬁ >0

for all @ € (0,1) and B € (0,1) in (79), we obtain

- >log2%<D<PWKEK||QWKPEK) (80)

Hereafter, we consider the case of K = K, j > 1.
Since (70) and (74) mean

B =P < i) < 97K UWiE) ), (81)
(80) is evaluated as

-1+ (1 —-a)K,;[I(W;E)+ 0]
< D(Pyyre, i, | Qs Py (52)
for all 5 > 1. Note that the left hand side of (82) no

longer depends on @, x; and therefore the inequality
(82) can be tightened as

—14 (1 - Q) K;[I(W;E) + 6]

< min ‘D(PWKjEKj HQWKJ‘ PEKJ‘ )v (83)

Q< EP K

where P,, x; denotes the set of all probability distribu-
tions on W¥i. By using well-known facts such as
D(PWKj EXi HQWKj PEKJ)
= I(WH5; E%9) + D(Pyr; | Qs ),
D(PWK] HQWK) >0 and D(PWKJ ||QWK ) = 0 if and
only if Py x; = IJ,V the right hand side of (83) is

evaluated as I(W Ki) = K;I(W; E). Hence, (83)
is equivalent to

—1+ (1 - a)K;[I(W; E) + 6] < K;I(W; E), (84)
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which implies
_ 1
a = PKj) K

>
error — I(W,E) +6 (85)

for all j > 1. Since 0 is a positive number satisfying (70)
and K; — oo as j — oo, (85) claims that Pg%r does
not converge to zero as K — oco. Inequality (85) con-

tradicts the assumption on {Gk}%_; that is assumed
to satisfy both (15) and (69). O

4.4 Proofs of Theorem 3 and Theorem 4
Proof of Theorem 3:

Since (18) is proved in the same way as in the proof of
Theorem 1, only (19) is proved here. For a decoder G,

PéK) can be expressed as follows:
K
PE = N Pyw(w")
wiK e AK)

i p K|, K
eKeg(lgf((wK) prw (€7 [w™)

= Z Z Pyx (w) - max

(K)
Qu eA) WKEWK (Qw) QeiweB;" (Qw)

P (e [w™), (86)

. max
eReEX (Qpw|w)

where A%K) and B(TK)(QW) are sets defined in (61) and
(62), respectively. By using the properties of the types
and the conditional types, PC(;K)

lowing way:

2. )

Qw €AY WK EWK (Qw)

max 2~ KIH@ew|Qw)+D(Qew||Pejw|Qw)]
Qeiw B (Qw)

D>
QweAl)
max 2_K[H(QE\W|QW)+D(QE\WHPE\WlQW)]
QE\WGB(TK)(QW)

is evaluated in the fol-

pio 2 Pyyrsc (™)

IWE(Qw)]| - 2~ KIHQw)+D(QwlIPw)]

3
2 S g KP@uwlPw)
QweAl®
max 2~ KHQew|Qw)+D(QewllPriw|Qw)]
QeweBY (Qw)
< |AYO]. max 2 KP@wllPw)
WEAEIK)
max 2~ KHQew|Qw)+D(QewllPriw|Qw)]
QE\WEB;'K)(QW)
4)
< (K 4+1)MW expy|—K  min min

QWGA(TK>QE\W€B(TK)(QW)
[H(Qpw|Qw) + D(Qw||Pw)
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+ D(Qeyw Py |Qw)]|

5)
< (K 4+1)Mexp, {—K min min
QWGAPQEWVGBP(QW)

([H(Qew|Qw) + D(Qw||Pw)
+D(QE|W|‘PE\W|QW”} (87)

where Ap and Bp(Qw) are the sets defined in (54)
and (55), respectively, and the marked equalities and
inequalities in (87) are obtained since

1): for any Qw € ALY, w" € WX (Qw) and Qpw €
BY)(Qw), (37) holds for all eX € EX(Q gy |w),

2): (30) holds for all w® € WX (Qw),
3): (28) holds for all Qw € A%K),
4): Ang) C TéVK) and (26) gives an upper bound of
7y, )
5): AY) c Ap and BY (Qw) € Br(Qw).
Since § = K¢, Ap and Bp(Qw) depend on K
and shrink to the neighborhoods of Py and Pg)y, re-
spectively. The continuity of the conditional entropy,

the divergence and the conditional divergence imply the
existence of an integer Ky(e,d) satisfying

H(Qrw|Qw) + D(Qw||Pw)

4%
+ D(Qew!|Peiw|Qw)] + %

> H(E|W) - (88)

min min
QwEAP Qe weBP(Qw)

for all K > K. The claim of Theorem 3 is obtained by
combining (88) with (87). O

Proof of Theorem 4:

Consider a sequence of decoders {Gx}%_; € G satis-
fying (20). For each K > 1 let (R(()K),REK)) be the
partition of WX x £K corresponding to Gg. Then,
Lemma 1 guarantees that (20) yields

Pyyx prc {(WK,EK) e R(()K)} —1as K — oo. (89)

Let TU5) be the set defined in (43). Since T) satisfies
(42), combination of (89) and (42) gives rise to

Pyyx pic {(WK,EK) e R T<K>} —~1  (90)

as K — oo. That is, (90) guarantees that for any n €
(0,1) there exists an integer K7 = K;(n) satisfying

> Py (w®)
'wKeT‘(Af()

Z Pgrwx (e [w) > 1—n (91)

ek eRgm(wK)ngfV)V (wK)
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for all K > Ky, where T‘%{) and Tgfv)v(wK) are the sets

defined in (38) and (39), respectively, and RéK) (wh) is
defined as
R(()K)(wK) def {eK c &K . (wh, ef) e RSK)}.

Furthermore, the inner sum in (91) is supposed to be
zero if R(()K)(wK) N Tgl(vz,(wK) = ¢ for wX € T‘E‘f{).

It is important to note that (91) yields
Z Pyx(w)>1—nforall K > K;, (92)

wk ey (K)
where
U def {wK € T‘E[f{) :
K K
RYS () AT () £} (93)

A lower bound of PéK) is obtained in the following way:

wKeWwk
max Py (e |w’)
eKERéK)(wK)
2)
> > Pyx(w®)
wi ey (K)
max  Pgryx (eX|w™)
eKER((,K)(wK)
3)
> Y Pyx(w®)

wi ey (K)
max Prxcwr (e w), (94)
eKeRgK)(wK)nTlgfv)v(u;K) BEIW
where the marked equality and inequalities in (94) fol-
low from
1): the definition of PéK),
2): UK c WK,
3): R((JK)(wK) N Tgl(vz,(wK) C R((JK) (wk) for all wk €
U,
Since (45) implies that
PEK‘WK(GK"I.UK) _ 27KH(E\W)+O(K) (95)

for all w® € TI%() and ef € Tgf‘;/(?ij)7 (94) yields

PéK) > Z PwK(wK).Q—KH(E\W)+o(K)
wk ey (K)
Z (1 _ ,'7) . 27KH(E‘W)+O(K) (96)

for all K > Ki, where the last inequality is obtained
from (92). Inequality (96) implies that for any § > 0
there exists an integer Ko = Ko(7,d) satisfying

1
2 log, P < H(E|W) + 6 for all K > K,,(97)

which establishes (21). O
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Appendix: Proofs of Lemma 2 and Lemma 3

Proof of Lemma 2:
Let AEFK) be the set defined in (61) and denote by AEFK)
the complement of .A(TK). For an arbitrarily fixed Qw €

A(TK), the probability that W belongs to WX (Qw ) is
evaluated in the following way:

Pyx {WX e WK @Qw)t = >

wEKeWE (Qw)

PWK(U’K)

—
~—

2 9-KD@Qwl|Pw),

—

(A-1)

where the marked equality and inequality in (A-1) are
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obtained since

1): equality (30) holds for all w € WX (Qw),
2): inequality (28) holds for type Q.
Since AKX is the union of WX (Qw) for Qw €

.AEFK), the left hand side of (52) is bounded in the fol-

lowing manner:

Py {WK € W} 2 S o-KD@wllPw)

QweAl®
1)
< (K + )™ expy |[-K min_D(Qw||Pw))|
QweAl®
5)
< (K 4 1) g=Ko (A-2)

where exp,[t] = 2" and the marked inequalities in (A-2)
are obtained from

3): inequality (A-1),
4): inequality (26),
5): the definition of .A(TK).

Proof of Lemma 3:
The proof of this lemma is essentially the same as

the proof of Lemma 2. Fix Qw € TV(VK) and wf €
WHE(Qw) arbitrarily and define B(TK)(QW) by (62).
Denote by B(TK)(QW) the complement of B(TK)(QW).
For any Qpw € B(TK)(QW) it is easy to check that

d

PEK‘WK {EK S 5K(QE‘W|U)K) | wK}

D15 (Qpyw|w™)|

.9~ K[HQpw|Qw)+D(QEe w1 Priw|Qw)]

INE

2—KD(QE\W||PE\W\QW), (A3)

where the marked equality and inequality in (A-3) are
obtained since

1): equation (37) holds for all eX € £5(Q gyw|w™),
2): inequality (35) holds for Qgw € TE(IIE\Z

By combining
BE) (wK) = U
Qeiw€BL (Qw)

with (A-3), the left hand side of (A-3) can be bounded
in the following manner:

EX(Qpw|w™)

DS

Qrw €BY (wk)

9—KD(QEwl||Pew|Qw)

4)
< (K + 1)|WH5\

1703

* €XPy [—K min _ D(Qgw||Pew|Qw)
QE\WEB'(FK)(QW)

5)
< (K 4+ 1)WIEL o=Ko. (A-4)

where the marked inequalities in (A-4) hold because of
3): inequality (A-3),

4): inequality (33),

5): the definition of B (Qw). O
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