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A Construction Method of Visual Secret Sharing Schemes

for Plural Secret Images*

Mitsugu IWAMOTO?), Student Member and Hirosuke YAMAMOTOY, Regular Member

SUMMARY In this paper, a new method is proposed to con-
struct a visual secret sharing scheme with a general access struc-
ture for plural secret images. Although the proposed scheme can
be considered as an extension of Droste’s method that can encode
only black-white images, it can encode plural gray-scale and/or
color secret images.
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1. Introduction

The visual secret sharing scheme (VSS scheme), which
originates from the visual cryptography proposed by
Naor and Shamir [14], is a method to encode a secret
image into several shares. Since each share is usually
printed on a transparency, the secret image can easily
be decrypted only by peering at several shares stacked
in an arbitrary order. Hence, the VSS scheme needs no
computation in decryption.

The first VSS scheme [14] is the (k,n)-threshold
scheme for a monotone black-white single image. The
(k,n)-threshold scheme means that any k out of n
shares can decrypt the secret, but any k£ — 1 or less
shares must not leak out any information of the secret.
The (k,n) structure can be extended to a general access
structure which is specified by qualified sets and forbid-
den sets [1]. A qualified set is a subset of n shares that
can decrypt the secret image while a forbidden set is a
subset of shares that can gain no information of the se-
cret image. Furthermore, VSS schemes for black-white
images [1], [4], [5], [14] are extended to gray-scale images
[3],7],]9] and color images [9],[10], [16] in the case of
general access structures, and the quality optimizations
of decrypted images are discussed in [1], [3]-[5], [7], [10],
[12],[15], [16].

VSS schemes for plural secret images are also stud-
ied [5], [8], [15]. Kato-Imai [8] proposed a method to re-
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produce different secret images as the number of shares
is increased, and Suga et al. [15] treated VSS schemes
for plural secret images and some access structures
which can be represented by a graph. Furthermore,
Droste [5] showed a method to decrypt different black-
white secret images for every subset of n shares. How-
ever, VSS schemes for plural gray-scale or color secret
images have not yet been studied.

In this paper, we propose a method to construct
a VSS scheme for ¢ plural images, a VSS-¢-PI scheme
for short, which can treat color and/or gray-scale im-
ages. In the framework of the VSS-¢-PI scheme, we as-
sume that each participant holds one share, and hence,
usual VSS schemes for one secret image can be treated
as the VSS-1-PI schemes. Note that it is difficult to
realize the VSS-¢-PI schemes, compared with the VSS-
1-PI schemes, because each pixel of plural secret im-
ages must be encoded under the condition that any
decrypted images must not leak out any informations
of the other secret images. In fact, as we will show
in Sect.2.3, decrypted images of VSS-¢-PI schemes
treated in [8],[15] leak out some information of the
other secret images. But, defining the correct secu-
rity conditions of VSS-¢-PI schemes, we clarify the con-
struction method of VSS-¢-PI schemes that attains per-
fectly the security conditions without degenerating the
quality of decrypted images compared with the meth-
ods in [8], [15].

This paper is organized as follows. In Sect. 2, the
access structures of the VSS-¢-PI schemes are formally
defined, and a color matrix is introduced to describe
the colors of plural secret images. Section 3 is de-
voted to show how to construct the VSS-¢-PI schemes.
Furthermore, in Sect.4, we discuss an extended con-
struction method by duplicating secret images, which
can extend the range of the VSS-¢-PI schemes that our
method can be applied to. Finally, in Sect.5, we con-
sider what advantages of the VSS-¢-PI schemes have
compared with trivial schemes consisting of ¢ individ-
ual VSS-1-PI schemes.

2. Definitions

2.1 Access Structures

Let N = {1,2,...,n} and 2V be the set of n shares
and the family of all the subsets of N, respectively.
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We suppose that all secret images are encrypted at
once into n shares. Each secret image is denoted by

SI@, i = 1,2,...,q, which has the same size. Let
Fgﬂal, i = 1,2,...,q, be the family of qualified sets

for the i-th secret image, and let FFO"? be the family
of forbidden sets. Then, any set in I‘&)Ja, can decrypt

the i-th secret image ST () while any set in I'gorp can-
not gain any information of any secret image. We call

r= ({ngal}gzl,FFo,b) an access structure for q secret
images.

Note that each ngal and Dgerp satisfy the following
monotonicity.

QW eTy), = Q eTy), forany Q' 2 QW (1)
F € Trob = F' € Tkom for any F' C F (2)

Therefore, for each ngal and D'gorp, the minimal quali-

fied sets of the i-th secret image 1"83‘; and the mazimal

forbidden sets I‘,J{orb can be defined as follows.

Fgl)J; ={QWe F<(§33| Q' ¢ Fgaa, for any Q' ¢ QW}
(3)
Ty = {F €Tkorb : F' & Dkopp for any F' 2 F}  (4)

FSZ; and [gop are naturally required to satisfy

q
{U th)lal} U Doy = 27, (5)

=1
Toat O Deor = 0, (6)
Lo NTY. =0 fori#d. (7)

The requirement Eq. (7) comes from the assump-
tion that all the secret images are different. It is worth
noting that the VSS-1-PI scheme with the access struc-
ture (Fgu)al, Trorb) coincides with the usual VSS scheme
with the same access structure for one secret image,
which is treated in [1], [3], [4], [10].

We also define N, the set of significant shares
for the i-th secret image, as follows.

N@ — U Q(i)—' (8)

QU-erg)y

Example 1: Let N' = {1,2,3,4} be the set of shares.
Suppose that any two out of three shares {1,2,3} can
decrypt the secret image ST™) shown in Fig.1(a), and
set {3,4} can decrypt the secret image ST(?) shown in
Fig. 1(b). But, set {1,4}, {2,4} or any one share must
not leak out any information of both secret images.
This access structure can be represented as follows.

I1811)al = {{172}7 {173}7 {273}7 {17273}7
{1,2,4},{1,3,4},{2,3,4},{1,2,3,4}} (9)
T = {{3.4},{1,3,4},{2.3,4}, {1,2,3,4}} (10)

ual —

<[]
<l
<' N

(c) Location of shapes in (a) and (b).
Fig.1

An example of plural secret images.

Crorb = {{1}’{2}’{3}7{4}7{174}7{274}} (11)

In this case, it holds that PSL?; ={{1,2},{1,3},{2,3}},

2)—
Daur = (3,41}, Try = ({8}, {14}, (2,41}, N =
{1,2,3}, N@ = {3,4}. Note that set {1,2,3} must not
leak out any information of ST(?) because of {1,2,3} ¢
O

ngal, although it can decrypt ST(1).

2.2 Color Matrix

In this paper, colors are expressed by lowercase san-
serif fonts. For example, we denote black, red, green,
blue, yellow, magenta, cyan, and white by z, r, g, b, vy,
m, ¢ and a, respectively. A general color is expressed
by k.

Let Ll represent the subtractive mixture of colors
which corresponds to overlapping the colors printed
on transparencies. Then, zUl g = glUz = z and
cUy = yUc = g hold, for example. Let color set £
be the set of both the colors printed on shares and the
mixtures of such colors. Note that U is commutative
in £ and & is closed with respect to LI. In the case
of £ ={z,r,gb,y,mc,a}, it is known that £ forms a
bounded upper semilattice with the join operation LI
[9].

In the VSS-¢-PI scheme, a pixel on a decrypted
secret image DI() . which corresponds to a secret image
SI™ s constructed by a set of m subpixels where m is
called pizel expansion and each subpixel takes a color in
E. We consider the case that every subpixel in a pixel
takes the same color k or black z for some k in £. Then,
the brightness of a pixel in DI can be expressed by
the composition ratio of k and z.

We express the colors of pixels in DI® by capital
san-serif fonts Ky, £ = 1,2..., Ly, which is composed
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of k(# z) and z and stands for the ¢-th bright color of
k. We assume that K, is brighter than Kg,, i.e., K¢,
contains more k than Ky, if ¢; > /5. In the case that
all subpixels in a decrypted pixel are z, we represent
the pixel color by Z. For the simplicity of notation,
we define Kg = Z for any k € £. Note that K; # Z
for any k(# z) € £, and in the case of k = a, the set
{Ao(=Z),A1,Aq,..., AL } represents a gray scale with
L, + 1 depths [3],[7].

For a set {Ko(= Z),Ki,Ka, ..., K}, let di de-
note the difference of the numbers of k between K, and
Ke41. In case of k = z, define that d, o = 0. Note that
dy¢ 2 1 for any k # z and £ 2 0. Then we assume that
the color of each pixel on ST(®) can be approximated by
selecting a color k € £ and parameter di, adequately,
and hence, there exists one-to-one correspondence be-
tween the set of colors of ST and that of DI®.

Let D be the set of all the colors with all kinds
of brightness included in the decrypted image DI®.
Then, for K, and Z € D%, we can define mapping
v : DY — & that gives the hue v(K;) = k € £ and
v(Z) =z
Remark 1: The above definition of decrypted pixel
colors includes both the definition for the lattice-
based VSS schemes [9], [10], [12] and the gray-scale VSS
schemes [3],[7]. On the other hand, the meanvalue-
color mizing (MCM)-VSS scheme [13],[16] cannot be
treated by the above definition because in the MCM-
VSS scheme, each pixel on decrypted images is com-
posed of the three primary colors (r,g,b) and z. But,
since the MCM-VSS schemes requires large pixel ex-
pansion, it seems to be hard to realize a VSS scheme
for a general access structure with n 2> 3. O

Now we define a color matrix. Let D be D = D) x
D@ x...x D@, Then, in the VSS-¢-PI scheme, all the
combinations of colors appeared in decrypted images
can be represented by a color matrix D which is defined
as follows.

D = [01 c? -~-CK]

DI D)2 D(D.K e
D@1 D22 D®.K r®
D@1 D@2 D).k (@

(12)

where K = [[L,|DW], ¢/ € D and @ are a ¢-
dimensional column vector and a K-dimensional row
ve(c’)cor7 respectively, and D)7 is a color included in
D).

We assume that D is public. In the usual VSS
schemes, i.e., VSS-1-PI schemes, D becomes a row vec-
tor with ¢/ = DM € DM Although one color DV is
encrypted for each pixel in the VSS-1-PI schemes, color
vector ¢/ with ¢ colors must be encrypted for each pixel
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in the VSS-¢-PI schemes.

Example 2: In the case of Example 1 with two se-
cret images ST and SI® shown in Figs.1(a) and
(b), PV and D@ are given by D1 = {G;,G,} and
D@ = {Y{, Ry}, respectively, and hence the color ma-
trix becomes

G1G2G,G r®
1.2 .3 47 _ 1626162 |
D—[c c’c’c ]_|:Y1Y1R1R1:|_|:7‘(2):|'

(13)

Note that D) consists of green pixels with two levels of
brightness while D) consists of yellow and red pixels.
O

Remark 2: Consider the case that the shapes in
Figs. 1(a) and (b) are located as shown in Fig.1(c).
There are three regions in Fig. 1(c), which correspond
to the column vectors €2, €3 and ¢* in D. But the color
matrix D should be composed of four column vectors
c',c?, ¢, and c* because of K = 4. Note that if the
public D consists of ¢, ¢ and ¢*, we can know from
DI®) that the color of the region ¢ shown in Fig. 1(c)
is Gy on DI because Y; on DI?) corresponds only
to Gy on DI, Therefore, all vectors in D must be
included in D even if some vectors are not appeared in
the secret images. O

2.3 Definition of VSS-¢-PI Scheme

Pixel expansion m, which is the number of subpixels
necessary to represent one pixel, should be as small as
possible in the viewpoint of the resolution of decrypted
images. We encrypt each ¢’ into an n x m matrix 77 =
[ti,] € E" where ti, € £, 1 < u<n,1<0v<m,
denotes the color of the v-th subpixel on the u-th share
in a pixel represented by the vector ¢7.

We introduce an equivalence relation ~ into ma-
trices in £™. For two matrices A,B € £&", A ~ B
means that A can be obtained by the column permu-
tation of B. In other words, it holds that for any per-
mutation o : {1,2,...,m} — {1,2,...,m},

[@1as - am] ~ [Gy(1)80(2) Qo (m))]; (14)

where a;’s are column vectors of a matrix A € £™™.
It is easy to check that this relation satisfies the three
conditions of the equivalence relation, i.e., the reflective
law, the symmetric law, and the transitive law. Hence
we can consider the quotient set £™/~, which consists
of the equivalence classes. An equivalence class is rep-
resented as (R) by a representative R in the class.

For two matrices X € €™ and Y € £"™2, we
define the concatenation operation X @Y e £n(mitmz)
by, for example,

aaa 2z aaazz
aaa| ® |zz| = |aaazz] . (15)
aaa 2z aaazz
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Furthermore, we can define naturally that (X)©® (Y") def

(X0Y).
For m-dimensional row vectors of colors x* =
[x1 X2+ Xm ], ¥y =[Yy1 Yo'+ ym | where x;,y; € €, we
m
define an operation Ll as
m
Uy =

[xiUyr xgUya--- Xy Uy |, (16)

which represents the subtractive mixtures of two pixels
with m subpixels. For a matrix S = ‘[zixs---x,] €
E™M . where t means the transpose of the matrix, and
an arbitrary set X = {uy,us,...,u,} CN, an |X|xm
matrix S[X] is defined as S[X] = ‘[@y, Tu, - Ty, ] €
EIXI™ Then, the colors obtained by stacking the u;-th
shares, 1 = 1,2,...,r, are represented by the mapping
B2 EIXIm . gm defined by

m m

BS[A]) = @u, U @y L+ Uy, - (17)

For a given set X C N, the set of indices of the
secret images that can be decrypted from X, say Z(X),
is represented as

I(X):{i:Xngaal,lgigq}. (18)

For instance, Z(N) = {1,2,...,q}, and Z(F) = 0 for
any F € Drorp.-
Now we define the VSS-¢-PI scheme for a general

access structure I'.

Definition 1: A VSS-¢-PI scheme for an access struc-
ture T is called a (T, N, &, D)-VSS-¢-PI scheme if it
has color matrix D for color set £, and for every
j €{1,2,..., K} each pixel associated with ¢/ is deter-
mined by a matrix 77 randomly selected from (B7) €
E"M/~ where B7 is the basis matrix of the secret image
SI™ that must satisfy the following conditions:

(i) It holds for any B’ and any Q- ¢ I’(Z)al that

(o]
~ { o (Dm,j) 5 (Du),j) ey

In the case that B/[Q()~] represents K, for £ > 1,
k= (D(i)’j) appears fog dl(f; times in Eq. (19).
Note that dk ; may depend on DI® and k, but not
on j. In the case of £ = 0, the right hand side of
Eq. (19) consists of only z’s.
(ii) For any set X C N, it holds that B/[X] ~ BJ [[X]]
for any j and j'(# j) satisfying ¢’[Z(X
' [T(0)]1. O
Example 3: In the VSS-2-PI scheme treated in Ex-
amples 1 and 2, the basis matrices B!, B?, B3 and B*
are given by

(D(i)’j) z z---z} .

(19)

[zggzzz| [2ggz27|
1 |ezgzzz 2 |zggzzz
B = ggzyrz , BY = zggyrz|’
| zzzyzr | | zzzyzr |
[zggzz7] [2ggz77 |
3 |gzgzzz 4 |zggzzz
B" = ggzryz , BT = zggryz |’ (20)
| zzzrzy | | zzzrzy |

It is easy to check that Eq.(20) satisfies the condi-
tions (i) and (ii) in Def.1. For example, it holds for
{1,2} € I‘gu)a_l that B (B3[{1,2}]) ~ [gzzzzz], and

B (B*[{1,2}]) ~ [ggzzzz], dg& =1 and dgi = 1. These
relations mean that B3 and B* represent G; and Gy on
DIM | respectively. Furthermore, it holds for {3,4} €

2)—

TG) that 8 (B2[{3,4}]) ~ 8 (B*[{3,4}]) ~
[rzzzzz], dg,()) = d?g = 1, which mean that B? and B*
represent Y; and Ry on DI respectively.

It holds that for X123 = {1,273}7 Bl[[Xlggﬂ ~
BB[[X123]] and BQ[[Xlgg]] ~ B4[[X123]], i.e., X123 does
not leak out the colors of pixels on DI®). Hence,
the basis matrices given by Eq. (20) attains that both

lyzzzzz],

Xia3 € Fgu)al and Xjo3 & Fgu)al. Furthermore, it can eas-
ily be checked that B[F] ~ B2[F] ~ B3*[F] ~ B*[F]
for any F € Trorp- O

Remark 3: The condition (i) in Def.1 means that any
Q- ¢ Fgg; can decrypt the secret image SI(®). But,
SIM cannot always be decrypted by stacking all the
shares included in Q¥ ¢ I‘gaal. For instance, in Ex-
ample 3, 3(B[N]) ~ [zzzzzz] for all j, which does not

satisfy the condition (i) in Def.1, although N € I’Qu)al

and N € Fg - We must select a set Q¥ included in
0 to decrypt ST, O

Note that F € I'gorp satisfies the following condi-
tion from Z(F) = () and Eq. (6).

(i)’ For any F € Lo, all BI[F], j = 1,2,..., K, are
included in the same equivalence class in E"™/~.

In the case of the VSS-1-PI scheme, any X (C N)
satisfies either X € Fgu)al or X € I'korp since the ac-

cess structure has only two categories Fgu)al and Irorp.
Hence, in this case, it suffices to consider only the con-
ditions (i) and (ii)’, which coincide with the conditions
described in [1],[3],[10] by slight modifications. Based
on this consideration, the VSS-¢-PI scheme is defined
by (i), (i)’ in [8], [15]. However, the conditions (i) and
(ii)’ are not sufficient for ¢ = 2 because as shown in the

ted[z(x)] = ‘D) DU2W...DpEI] if T(X) =

{ir,ia, ... ir}. 0] = ¢ [0] for any j and j'.
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following example, the condition (ii)’ does not guaran-
tee that any X ¢ ngal does not leak out any informa-

tion of the secret image SI(*) even if X' € Fg;)al for some

other secret image ST (&)

Example 4: Consider the access structure given by
Egs. (9)-(11) in Example 1 again. Then, the matrices
B',B? B3, and B* defined by Eq. (21) satisfy condi-
tlons @ ) and (i)

(ggzz222 7288777
~1  |gzgzzzz 2 72gg777
B = 2gg7yrz » BY = zzggyrz |’
| zzz2zy2" zz77Yy71
[z2zggzz7 72gg777
-3 |zgzgzzz 4 72gg777
B = gzzgryz » BY = 7zggryz (21)
| zzzzrzy zz77r2Y

Note that XlZ = {1,2}, Xlg = {1,3}, ng = {2,3},
Xi23 = {1,2,3} are not included in Fgu)ar The above
matrices satisfy that

B'[X12] ~ B3[X12], B*[X12] ~ BY[X12],
B'[X13] ~ B*[X13], B*[X13] ~ B*[X13],

B'[Xas] ~ B3[Xas], B*[Xos] ~ B*[Xos]. (22)

Hence, any one of X123, A13, X23 does not leak out any
information about DI® . But, it holds that~B1 [X123] #
Bg[[Xlgg]], ﬁ(Bl[[Xlgg]]) ~ [ZZZZZZ] and ﬁ(Bg[[Xlgg]]) ~
[gzzzz7]. This means that for pixels with G; on DIV,
we can distinguish yellow pixels from red pixels on
DI®) | which correspond to B' and B®, respectively,
by investigating the shares of Xj23. Hence, the matri-
ces given by Eq.(21) are inadequate for the basis ma-
trices. On the contrary, the basis matrices B', B2, B®
and B4 given by Eq (20) satisfy B1 IIX123]] ~ 33 [[X]_Qg]]
and B2 [[Xlgg]] ~ B4[[X123]]. O

3. Construction Method of VSS-qg-PI Scheme
3.1 Construction Method

In this subsection, we describe a method to construct
the (I, NV, €, D)-VSS-q-PI scheme.
(1)

First, for a given access structure I', define I'g,

and I‘(Fo)rb as follows.

~Q o1 = ={QV Tl QU Ny, (2
Forb = {f C N : F ¢ FQuaI (24)

It is easy to check that F(Zzal nt®, =0, 1 uaI ) =

QNM, F(zaal and F(on)rb have the monotonicity in the

same way as I‘gzal and D'gop, respectively. Therefore,
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ro = (fgaa,,f‘,(:?rb) can be considered as an access
structure of the VSS-1-PI scheme with the secret im-
age SI( for the share set N9, Then, letting £ be
the set of colors necessary to encrypt SI(), the basis
matrices of the (T, N £0) 5(1).VSS-1-PT scheme
can be constructed by the known methods proposed in
[1],[3],[6], [7], [9]-[12] with slight modifications. See the
Appendix for more details. In such construction, let-
ting IN®| x m® matrices UM, for j = 1, 2 , K,
be the basis matrices of the (I'(*) J\f( LEW ) VSS—
1-PI scheme, where m(® is the pixel expansion for the
secret image ST, then U@+ represents a color D)
and satisfies that U®4 = U®3" if D:J and D’
are the same color. Furthermore, the basis matrix
U@ satisfies conditions (i), (ii)’, i.e., the number of

fy(D( *J) included in ﬁ(U(l [[Q( - D. le 3d'(y(D( ),3),17

Quai» and it holds that
-~ UDK[FD] for any

is constant for any Q(W~ ¢ F(
UOAFO] ~ UD2[FO] ~
‘7:( 2 € FI(:Zo)rb . .

Next, we construct an nxm(?) matrix V()7 defined
by

V@) [Nm] — U@ (25)
v [N@] =, (26)

where the matrix .J consists of only z’s and N (#) means
the complement set of A on A. Then we construct

n x m basis matrices B/, j =1,2,...,K, by
q . .
B =)V, (27)
i=1

where m = "7 m®
We now consider two categories A1 and A, for the
access structures of the VSS-¢-PI schemes.

Definition 2:

(i) An access structure T is in Ay if it satisfies Q)N
NG £ () for any i and i’ such that QW— ¢ FSZ;
and i’ € Z(QW~)\{i}.

(ii) An access structure I' is in Ay if it satisfies that
QW= NN @) =£ () for any i and 7' ( 7). O

Remark 4: It is obvious from the above definition
that Ay C Ay, and it holds generally that Ay C Aj.
Furthermore, there exist access structures that are not
included in A;. O

Example 5: Assume that an access structure I';p is
defined by

Trorb = {{2}} (28)
Too = {{1}}, (29)



2582

T = {{1,2}}). (30)

Then, I';p does not belong to Ay, and hence, nor As.
From Eq. (29), the secret image ST(") can be obtained
only from share 1. Hence, ST can be considered as
the identification (ID) image of share 1 although ST(?)
is the secret image. The above access structure I';p
is a modified version of the (2,2)-VSS scheme with two
ID images [2], [12], and note that the VSS-¢-PI schemes
include such VSS schemes with ID images as a special
case.

Next, consider the access structure I'; treated in
[15], which is given by

FForb = {{1}7{2}a{3}’{4}7{5}}5 (31)
Toh = {{1,2),{1,5},{2,3}, {3,4}, {4.5}}, (32)
T = {{1,3},{1,4},{2,4}, (2,5}, {3,5}}. (33)

Then, I'y is included in A; but not in A,. O

Theorem 1: B7, j = 1,2,..., K, given by Eq. (27)
are the basis matrices of the (I, N, &, D)-VSS-¢-PI
scheme, if || =2and ' € Ay, orif |€] 2 3and ' € As.

O

Example 6: We show how the basis matrices given
by Eq. (20) can be derived from Theorem 1 for the ac-
cess structures I' given by Egs. (9)—(11) in Example 1
and the color matrix D given by Eq. (13) in Example
2. Note that the access Structure I" belongs to As.
From Egs. (23), (24), we have FForb = {{1},{2},{3}}
and F(Fizb = {{3},{4}}. Then the basis matrices
U@ of (T N g0 (1)) ySS-1-PI scheme and
(T, N@) £3) #(2)).VSS-1-PI scheme are given by

zbb]| zbb
UL =3 = |pzb|, UM2 =py®4 = |zbb| ,
bbz | zbb
and
U@l _ @2 _ YZF U(2) 3 _ @4 _ {ryz}
yrz|’ rzy|’

(34)

respectively. Hence we obtain from Egs. (25), (26) that

[zbb zbb

1,1 _ 17(1),3 _ zbb 1,2 _ 1,(1),4 _ bzb
4 =V ~ |zbb |’ 4 =V ~ |bbz |’

_ZZZ ZZ7Z

_ZZZ 7ZZ

V(2)71 = V(2)72 = zzz , V(z))B — V(2)74 = zzz

ryz yzr

Lrzy yrz
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Finally, basis matrices B!, B2, B3> and B* are given
from Eq. (27) as follows.

Bl _ V ® Vv (2), 1 B2 V(l) 2 V(2) 2

B? = v< B ov®: 3 B*=yvWioy®: 4 (36)
which is equivalent to Eq. (20). O
Remark 5: In [15], it is shown that the access struc-

ture I'y given by Egs. (31)—(33) in Example 5 can be
represented by a graph. In the case of |€] = 2, as
treated in [15], Eq. (27) gives the basis matrices. But
in the case of |€] 2 3, Eq. (27) does not give the basis
matrices for I'y generally because I'y does not satisfy
the condition of Theorem 1, i.e., I'y & As. O

3.2 Proof of Theorem 1

In this subsection, we prove Theorem 1. We first show
that matrices V()7 given by Egs. (25), (26) satisfy the
next lemma.

Lemma 1: For any ¢ € Z(X), it holds that
VOL[X] ~ -~ VOKIX] (37)

a

VO[] ~

Proof of Lemma 1: From Eq.(18), we note that
X e F(orb if i ¢ Z(X). Hence, from the monotonicity
of T%) it holds that X NN e T for i ¢ T(X).

orb
V(:J[X] can be represented as

VO] =vOa [(xan®) u (20 ND)] . (38)

In Eq.(38), it holds for i ¢ Z(X) that VW:l[x N
NOT ~ VORX ANO] ~ oo ~ VOE[XY 0 NO]
since V()7 [N (] satisfies Eq. (25) and XYNN @) € f(FZo)rb.
On the other hand, from Eq. (26), all the elements of
V@i[x N N@] are z for every j. Therefore, Eq. (37)
holds for any i € Z(X). O

Proof of Theorem 1: First, we show that B’ given
by Eq. (27) satisfies the condition (i) in Def.1. Substi-
tuting Eq. (27) into 8(B/[Q*]), we have

38 (Bj[[Qu)—]]) -3 (é V(i')a‘[[g(z‘)—]])

/=1
BV @3 @ Vi)

~ BUDIQUIT]) © B(X D) © BV ), (39)
where X and Y(J are defined as

x5 — @ Vi1, (40)
VET(QW ™)\ {3}
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y(@®d — @ V(l)J[[Q() . (41)
i gT(Q()—)

Note that since U@ is the basis matrix of
(T, NGO g0 £())-VSS-1-PI schemes, it batlbﬁes the
condition ( ) in Def 1 for the (T, N @ £ 5. ySS-
1-PI scheme. First consider the case of |5| =2with& =
{z,k}. In this case, S(UD), B(X7), and S(Y )
are vectors with two colors, k and z. Hence, if for each
i, B(X®3)© B(YDJ) are equivalent with respect to ~
for any j, Eq. (19) is satisfied for 3(B/[Q®~]). From
Lemma 1, we have that

N V(%"LK[[Q(Z‘)—]]
(42)

V(i’),l[[Q(i)—ﬂ N V(i'),Z[[Q(i)—]] ~

for any i’ ¢ T(QW).
are equlvalent for any J-

Z(QW)\{i}, (VI [~

5(v(i’)7j[[Q(i)*ﬂ)
_3 (V(z”m [(Qm— m\f(z")) U (Qu)— m\/(z"))]])
(43)

Hence, for each i, 3(Y ()
Furthermore, for any i’ €
) can be represented as

Since Eq. (26) holds and we have that Q®~ AN #£ ()
for such 4’ from the assumption I' € A; in Theorem

1, B(VEDI[QW=]) consists of only z's. Hence, all
B(X(:7) are also equivalent for any 7.
In the case of |£| = 3, (X)) and B(Y)7) may

have three or more colors, and hence Eq. (19) may not
be satisfied even if ﬂ(X(")vj) © B(Y@:3) are equivalent
for any j. But, because for any i’ # i, QW~ NN #£
() in Eq.(43) holds from the assumptlon I' € Ay in
Theorem 1, all elements in 3(X®7) ® B(Y®: ) are z
from Eq. (26) Hence, Eq. (19) holds for 8(B/[Q™]).

Next, let us check that BJ’s satisfy the condition
(ii) in Def.1. B/[X] can be represented as

[¥]

J
VOILx] | ©

@ VOIA]

IgT(X)

q

BI [x] = @ V(@
i=1
Lez(x)

(44)

Suppose for a set X C AN that j and j(# j) sat-
isfy ¢/[Z(X)] = ¢/’ [Z(X)], which means that D)7 =
D@:3" for any i € Z(X). Then, it holds that U®7 =
U®-" from the definition of U®+, and hence V()7 =
V@' from Egs.(25), (26). Furthermore, for any
i ¢ T(X), it holds from Lemma 1 that V@O1[X] ~
V@O2[X] ~ - ~ VOK[X]. Therefore, it holds that
BI[X] ~ BY'[A]. O
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4. Construction Method by Duplicating Secret
Images

In the previous sections, we have shown how to con-
struct the VSS-¢-PI schemes for the case that the ac-
cess structures I' are included in Ay or Ap for |E] = 2
or |€] = 3, respectively. In this section, we treat the
case that I' is not included in Ay or As.

In the previous sections, we assumed that all the
secret images are different. But we note that even if
some secret images are the same, we can encrypt the
plural secret images including the same images in the
same way as the case of all different secret images.

Suppose that an access structure I' = ({F(Zaal}l 1
Peorb) is given, which may not be included in A; nor

)

A,. For this I', we consider the union of all Fgua|~

Let us assume that the union has ¢ elements Q(i)_
i=1,2,...,q, ie.,

q
U GO ={0W-,0®- ... 0@} (45)

Then, for each Q- , we define I‘éaal by
L ={0®W"} for 1<i<q. (46)

K3
For such {ngal i—1, we can define a new access struc-

ture I' =
SAI(Z), i =1,2,...,q, some of which may be the same
image. Furthermore, we define the set of significant

shares N for SAjﬁ) like Eq. (8), the set of colors D),
and the color matrix D.

Note that the forbidden sets of T' are the same as
I, and it holds that Q)~ = N'® for all 4.

({I‘Qua,}Z 1> Urorb) for the set of secret images,

Remark 6: In the case of Tgop, = {0}, I' coincides
with the access structure proposed in [5] for black-white
plural secret images. Furthermore, applying Egs. (45),
(46) to the access structure of VSS-1-PI scheme for a
black-white secret image, the basis matrix obtained by
Eq. (27) coincides with the basis matrix given in [4].

O

Lemma 2: For the access structure I', the following
two statements hold.

1. For any ¢ € Z(Q®W~)\{i}, it holds that ¥~ N

NG £,
2. If
QW) = {i}, (47)
then it holds that QU)~ NN # () for any i’ (# 1).
O

Proof of Lemma 2: Note from the definition of
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0= that QU)— £ o) -
1. For any i’ € Z(Q®~)\{i}, it holds that O~ 2
0= = N'(¥) which means that QNN £ (.

2. Suppose that Q)N () = Q(i/)_p Q(i)_ = () for
some i'(# i). Then we have that Q0)~ ¢ Q(¥~
which implies that i’ € Z(Q®~)\{i} and violates

Eq. (47). O

for any i # i’

From Lemma 2 and Theorem 1, the next theorem holds
for the access structure T.

Theorem 2: Suppose that the access structure I is
constructed by Eqgs. (45), (46) from I'. Then, in the case
of |€] = 2, or in the case that |£] = 3 and T' satisfies
Eq. (47) for all i, the basis matrices of (I, N,&, D)-
VSS-¢-PI scheme can be obtained by Eq. (27). ]

Theorem 2 implies that the basis matrices of the
VSS-¢-PI scheme with the access structure I' can al-
ways be constructed by Eq. (27) if |€] = 2. However,
in the case of |€] = 3, if the access structure requires
ID images, we cannot obtain the basis matrices of the
access structure from Eq. (27) because Q)= must re-
produce the ID image and the secret image, and hence,
Eq. (47) does not hold. The VSS scheme with color ID
images is proposed for |€| 2 3 in [12], where the basis
matrices not satisfying Eq. (19) are used.

Finally, we note that for the construction shown
in the Appendix, pixel expansion m is given from
Eq. (A-16) by

LT

For example, the pixel expansion of the VSS-2-PI
scheme with the access structure given by Egs. (31)—
(33) for black-white secret images is 12 if the method
shown in Sect. 3 is used with the star graph decomposi-
tion [15]. But, if we use Egs. (45), (46), we have ¢ = 10,
and the pixel expansion becomes 20 from Eq. (48). In
general, the pixel expansion attained by the method
shown in this section is larger than the method in
Sect.3. However, it is reported that the VSS scheme
with 144(= 12 x 12) subpixels can be used [13], and
hence, it is not hard to use the VSS-2-PI with 20 sub-
pixels in practice.

Ly—1

> A
1=0

(48)

5. Comparison with Trivial Schemes

In the framework of the VSS-¢-PI scheme, we assume
that each participant has one share. But, in some cases
each participant may be allowed to have two or more
shares. In such cases, VSS schemes for g plural secret
images can easily be constructed by using ¢ individ-
ual usual VSS schemes, i.e., VSS-1-PI schemes, with
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the access structure I') = (f‘gzal,f,(:?rb) for each se-

cret image ST, In such trivial VSS schemes, shares
{s(z) 5(21), . .,553)} are constructed for the i-th secret
image, and the ¢-th participant has the share set
{3(1) ,...,SEQ)}. In this section we compare the
VSS-¢- PI schemes with such trivial schemes.

The trivial schemes can realize any access struc-
tures although the VSS-¢-PI schemes cannot realize
them if they don’t satisfy the conditions described in
Theorems 1 or 2. Furthermore, the pixel expansion of
the trivial scheme is less than the VSS-¢-PI scheme for
the same access structure. This means that the triv-
ial schemes attain higher resolution than the VSS-¢-PI
schemes in decrypted images. However, in the trivial
schemes each participant must hold securely ¢ plural
shares. On the contrary, each participant must hold
securely only one share in the VSS-¢-PI scheme.

Furthermore, the VSS-¢-PI schemes have the fol-
lowing advantages compared with the trivial schemes.

1. The VSS scheme with the ID images [2], [12], which
is considered as a special case of the VSS-¢-PI
scheme, cannot be realized by the trivial schemef.

2. Consider the case that a lot with win and lose is
made by a VSS scheme, where secret images ST(W
and ST(F) represent win and lose, respectively.

In the case of the trivial scheme, letting
SW) = {sgw),séw)} and W) = {SEL),séL)} be
the share sets of the (2,2)-threshold VSS-1-PI
scheme for the secret images STW) and ST(X)| re-
spectively, the lot can be realized if a dealer holds

sgw) L)} and distributes s(W) or S;L) to people
participating in the lot. In thls case, two times
decryption, i.e., stacking the shares, is required to
know the result of the lot.

On the contrary, in the case of the VSS-¢-PI

scheme, we can use the access structure T(W-L)
W)
with TV = {{1,2}}, T&) = {{1,3}} and

It . = {{2,3}}. Letting {s1,s2,s3} be the share
set, a dealer holds s; and distributes s, or sz to
the people. In this case, by only once decryption,
we can know the result of the lotiT.

This advantage of speedy decryption becomes
larger as the number of results in the lot becomes
larger, and the advantage is essential in commer-
cial uses.

3. Next, consider a case that a VSS scheme is used
as a tally. We have groups X, Y, Z, and Alice, Bob
and Carol belong to X and Y, X and Z, Y, re-
spectively. Each of them wants to prove to Peggy

fThe VSS schemes with color ID images are treated in
[12]. However, the VSS schemes with color ID images can-
not be constructed by our method. See the next paragraph
of Theorem 2.

HThis kind of lot is now commercialized by TOPPAN
PRINTING co., 1td.
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which groups he/she belongs to. In the case of the
trivial schemes, the tally can be realized by let-
ting S&) = {sgx),séx)}, SY) = {sgy) gy)}, and
8@ = {19 I be the sets of shares of the
(2,2)-threshold VSS-1-PI schemes for the secret
images SI(X), S1(V) §1(%) respectively, and dis—
trlbutlng the sets {s(X)7 (Z + {ss (X s }
{SQX), S5 )}, and sg ), to Peggy, Alice, Bob, and
Carol, respectively.

In the case of the VSS-¢-PI scheme, the tally
can be realized by letting {si1,s2,...,56} be the
share set of the VSS-¢- PI scheme for the ac-

cess structure given by T’ Qual = {{1,4},{1,5}},
T = {{2,4},{2,6}}, and F&ZJJ = {{3.5}},
and distributing the shares {s1, s2, s3}, S4, S5, S6
to Peggy, Alice, Bob, and Carol, respectively.

In either case, by showing his/her shares to
Peggy, each person can prove the groups that
he/she belongs to. However, note that, for in-
stance, the following attacks are possible in the
case of the trivial scheme although the same at-
tacks cannot succeed in the case of VSS-¢-PI
scheme.

(a) If Alice conspires with Bob, Alice can de-

ceive Peggy by showing {s(X) () S(Z)} to prove
that Alice belongs to all of X, Y, Z. (b) Bob can

hide by showing only séz) that he belongs to X. (c)
Assume that an adversary wants to impersonate
Alice. Such impereonation attack can be achieved

) from Bob and 82 ) from Carol be-
S5 )} from Alice.

by stealing 52
sides by stealing {52

As shown above, the VSS-¢g-PI schemes have advan-
tages than the trivial schemes in many cases.

6. Conclusion

In this paper, we considered a method to construct vi-
sual secret sharing schemes for ¢ plural secret images
(VSS-¢-PI scheme) with general access structures. In
the proposed VSS-¢-PI schemes, each qualified set of
shares can decrypt their own secret images, but it does
not leak out any information of the other secret images.
Furthermore, the proposed scheme can encode color
and/or gray-scale secret images in addition to black-
white images. Finally in Sect. 5, we discussed the mer-
its of the VSS-¢-PI schemes compared with the trivial
schemes.

Acknowledgments

The authors thank Dr. Hiroki Koga for his helpful com-
ments. The work of H. Yamamoto was supported in
part by the MEXT Grants-in-Aid for Scientific Re-
search N0.14019028 and No.15017227.

2585

References

[1] G. Ateniese, C. Blundo, A. De Santis, and D.R. Stinson,
“Visual cryptography for general access structures,” Inf.
Comput., vol.129, pp.86-106, 1996.

[2] G. Ateniese, C. Blundo, A. De Santis, and D.R. Stinson,
“Extended capabilities for visual cryptography,” Theoreti-
cal Computer Science, vol.250, no.1-2, pp.143-161, 2001.

[3] C. Blundo, A. De Santis, and M. Naor, “Visual cryptogra-
phy for gray-level images,” Inf. Process. Lett., vol.75, Issue
6, pp.255—259, 2001.

[4] C. Blundo, A. De Bonis, and A. De Santis, “Improved
schemes for visual cryptography,” Designs, Codes and
Cryptography, 24, pp.255—-278, 2001.

[6] S. Droste, “New results on visual cryptography,” Ad-
vances in Cryptology-CRYPTO’96, LNCS-1109, pp.401-15,
Springer-Verlag, 1996.

[6] M. Itoh, A. Saito, and T. Nishizeki, “Secret sharing
scheme realizing general access structure,” IEEE Glob-
com’87, pp.99-102, 1987.

[7] M. Iwamoto and H. Yamamoto, “The optimal n-out-of-n
visual secret sharing scheme for gray-scale images,” IEICE
Trans. Fundamentals, vol. E85-A, no.10, pp.2238—2247, Oct.
2002.

[8] T. Kato and H. Imai, “An extended construction method of
visual secret sharing scheme,” IEICE Trans. Fundamentals
(Japanese Edition), vol.J79-A, no.8, pp.1344-1351, Aug.
1996.

[9] H. Koga and H. Yamamoto, “Proposal of a lattice-based vi-
sual secret sharing scheme for color and gray-scale images,”
IEICE Trans. Fundamentals, vol.E81-A, no.6, pp.1262—
1269, June 1998.

[10] H. Koga, M. Iwamoto, and H. Yamamoto, “An analytic
construction of the visual secret sharing scheme for color
images,” IEICE Trans. Fundamentals, vol.E84-A, no.1,
pp-262-272, Jan. 2001.

[11] H. Kuwakado and H. Tanaka, “Polynomial representation
of visual secret sharing scheme and its application,” IEICE
Trans. Fundamentals, vol.E85-A, no.6, pp.1379-1386, June
2002.

[12] T.Ishihara and H. Koga, “New constructions of the lattice -
based visual secret sharing scheme using mixture of colors,”
IEICE Trans. Fundamentals, vol.E85-A, no.1, pp.158-166,
Jan. 2002.

[13] T. Ishihara and H. Koga, “A visual secret sharing scheme
for color images based on meanvalue-color mixing,” IEICE
Trans. Fundamentals, vol.E86-A, no.1, pp.194-197, Jan.
2003.

[14] M. Naor and A. Shamir, “Visual cryptography,” Ad-
vances in Cryptology-EUROCRYPT’94, LNCS-950, pp.1—
12, Springer-Verlag, 1994.

[15] Y. Suga, K. Iwamura, K. Sakurai, and H. Imai, “Extended
graph-type visual secret sharing schemes with embedded
plural images,” Inf. Process. Soc. Jpn. J., vol.42, no.8,
pp-2106-2113, 2001.

[16] E.R. Verheul and H.C.A. van Tilborg, “Constructions and
properties of k out of n visual secret sharing scheme,” De-
signs, Codes, and Cryptography, vol.1, no.2, pp.179-196,
1997.

Construction of VSS-1-PI
Scheme

Appendix:

In this appendix, we give a construction of the basis
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matrices of the VSS-1-PI scheme for readers’ conve-
nience. First, we describe a method to obtain the basis
matrices of the (n, n)-threshold VSS-1-PI scheme based
on the polynomial representations of the basis matrices
(7], [10]-[12]. Then, a general (TG, Trorn)-VSS-1-PI
scheme can be derived by the cumulative map [1], [6],
[10] from the (n,n)-threshold VSS-1-PI scheme.

A.1 Analytical Construction of VSS Schemes

Let v be an n-dimensional row vector, each element of
which is a color in £. Then, define an n x n! matrix
Cy(v) called a column permutation (CP) matrix which
consists of all n! permutations of ‘v. For example,

gzzgzz
zg77g7
z2g77g

Cs ((gzz]) ~ (A-1)

Note that in the permutation, all n colors in v are
treated different colors even if two or more elements in
v are the same color. In the case that all the elements of
v are different, there are (n!)! matrices that are equiva-
lent to Cp,(v) in the equivalence relation ~ introduced
in Sect. 2.3. However, by the benefit of the equivalence
relations ~, it suffices to consider only one matrix that
is the representative in the equivalence class.

Now assume that a color k in £ is a mixture of 7y
different colors k{®, e =1,2,...,r, in &, i.e.,

k=kM Uk y.. ok, (A-2)
and an n-dimensional row vector vy is given by
v = KD kD (o)
uy times up, times
def [(kﬁ))ul (wm)“’*} 7 (A-3)

where ke appears u, times in vy, and sz:l Ue = N.
Then the number of the different column vectors ob-
tained by the permutations of vy is given by N(vy) def
(uhuz?--,urk)' The different column permutation (DP)
matrix D,,(vk) is defined as the matrix that consists of

such N (vy) different columns. For example, in the case
of vg = [eyy],

cyy
Dy ([c!y?]) ~ |yey
yyc

D3 (vg) = (A-4)

We note that any CP matrix can be represented by the
concatenations of DP matrices. For instance, Cs([cyy])
and Ds3([cly?]) satisfies from Eqs.(A-1)(A-4) that

Cs(leyy]) ~ Ds([c'y’]) © Ds([c'y?)).  (A-5)

It is worth noting that any n — 1 rows of a DP ma-
trix Dy, (vk), say D; (vk), is equivalent to the concate-
nations of DP matrices with n — 1 rows. For example,

it holds that

Dyl ~ [ 23] ~ Dalle'y') © Da('y?),
(40

Generally, it holds for u, = 1,
e=1,2,...,r, that

)
— (Do [k >)2..(k<rk>)urkD>
)

©--0 <Dn—1 ([(k<1>)u1 (k<2>)“2 - (k(Tk>)urk71})> '
(A7)

>

where [c%y?] = [y?].

We now describe the polynomial representations of
basis matrices. We identify each equivalence class of a
basis matrix with a homogeneous polynomial of degree
n in the following way:

First, we identify colors ki’ and z with variables
k() and z, respectively. We also identify the equiva-
lence class of the DP matrix (D,,(vk)) and the concate-
(k) and

ue!

nations operation ® with a monomial []’*
the operation +, respectively.

Assume that the equivalence classes of the basis
matrices By, 0 £ ¢ < Ly, representing colors K, are
constructed by the concatenation of the equivalence
classes of the DP matrices D,,(vy) as follows.

(Big) = (Dn(vi)) © - -+ © (D (vi)) O(X), (A-8)

Zl Old(l)/N('vk) times

where Zf;ol d|(<,11) is a multiple of N(wy) and X consists
of the concatenations of DP matrices that contain at
least one z in every column’. In such cases, (B ) can
be identified with the basis polynomials Fi ¢, which is a
homogeneous polynomial of degree n.

From the assumption Eq.(A-8), the basis polyno-
mial Fi , corresponding to By ¢ must satisfy that

(1) n

-1
_ d, (k<€>)ue
~221=0 % H
Fk7£|z:0 - N(’Uk) 41 ue! .

(A-9)

On the other hand, the polynomial corresponding
to the right hand side of Eq. (A-7) is given by

i (k<e>)ucfl ﬁ (k<e’>)ue/
| (we—1! 22 ue!
el #e
T
(Kled)yue
=¥ H |
ooy el
'In the case of Ko = Z, (Byx,) is obtained by letting
Zf;(} dlE,lz) =0.

(A-10)
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where p = Y7 W%' Therefore, if any n — 1 rows of
By ¢ are equivalent for any k and ¢, the basis polynomial

Fi o must satisfy that

YFe =F, (A-11)

where 1 = 37, ¢ % and F' is a homogeneous polyno-
mial of degree n — 1 that depends on neither k nor .

Summarizing the above, we have the following the-
orem.

Theorem 3: Suppose that the basis matrices By ¢ are
obtained by the concatenations of the DP matrices as
shown in Eq. (A-8). Then, the basis polynomials Fy ,
corresponding to By ¢ satisfy Eqgs. (A-9) and (A-11).

O

In the case that Ly = 1 for all k and all the basis
matrices consist of CP matrices, the basis polynomi-
als can be obtained by solving the partial differential
equations Egs. (A-9) and (A-11) as shown in [10], [12].
But in general cases, it is difficult to derive the explicit
solutions of Egs. (A-9), (A-11). Hence, we consider the
case that r, = 1 and u; = n for all k. In this case, it
holds that N(vg) =1 for all k, and Eq. (A-9) becomes

-1
H k"
Fiotlamo = ; Ayl - (A-12)

Then, the basis polynomials are given by
Ly—1

—1
Fioe=Y_dl) k) + 3" dl) i (k)
1=0 =t

Ly—1

+ > S alrm),

heg\{z,k} 1=0

(A-13)

where fO and f! are represented as

n t

0= 3 gt

t=0
t:even

(A-14)

n t

HUEDY t!(nz— t)!knit'

t=1
t:odd

and they satisfy (2 + 2)f%(k) = (& + Z)f (k).
Egs. (A-14), (A-15) can easily be obtained from the
results shown in [7],[9],[11], and hence we omit the
derivation.

Furthermore, it is easy to check that the pixel ex-
pansion of By corresponding to Eq. (A-13) is given by

(A-15)

Ly—1

m) = Z Z dl((ll) on—t

ke& 1=0

Example 7: Let us consider the (3, 3)-threshold VSS-
1-PI scheme which has colors {G1, Gg, Y1} on the de-

crypted image for & = {g,y, z}. If we set dg()) = d% =1

(A-16)
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and dg% =1, Egs. (A-12), (A-11) are given by
Fg71|z:0:§7 F‘g;,2|)z:0:2§7 Fy71|z:0: 5’
(A-17)
YEg1 = YFg 0 = ¢ F 1, (A-18)

where ¢ = % + a% + 8% Then, from Eq. (A-13), the
solutions of Egs. (A-17), (A-18) are given by

Fe1=f%9) + ' (9) + (), (A-19)
Fgo=2f(g) + '(y), (A-20)
Fya=f(y) +2f'(9)- (A-21)
Since fO(k) and f!(k) correspond to

[kkzz ]|
Dy(I]) © D(ke?)) = |keke| . (A-22)

kzzk

[2zkk ]|
DalE) @ D) = [2kak| (a2

respectively, the basis matrices corresponding to Fy 1,
Fy2, F, 1 are given as follows:

_ggZZZZggZZyy_
Bg 1 = |gzgzzgzgzyzy| ,
| 82zgzggz7yy7 |

ggzzggz777YY |
Bg» = |gzgzgzgzzyzy|
| 8zzggzzgzyY7 |
[yyzzzzgg7288
By 1 = |yzyzzgzgzgzg
| YZZyzgg77ggz

(A-24)

(A-25)

(A-26)

Note that we can eliminate the column ‘[zzz] from
Eqs. (A-24)—(A-26), since [zzz] is included in all B’s
and plays no role in Def.1 (i) and (ii). O

A.2 VSS-1-PI Schemes for General Access Structures

According to [1], [6], [10], we describe how to construct
the VSS scheme for a general access structure from the
basis matrices of the (n,n)-threshold VSS-1-PI scheme.

Assume that a (1"833” Crorb)-VSS-1-PI scheme has
I‘,J{orb ={F,Fs,...,F}. Then, for T = {1,2,...,t},
introduce the cumulative map o : N' — 27 that is de-
fined by

alp)={i:pgFi,1 Zi<t} forpec N.(A-27)

Then, letting Bk’g and By ¢ be the basis matrices of the
(t,t)-threshold VSS-1-PI scheme and the (Fgaal, TCrorb)-
VSS-1-PI scheme, respectively, By, can be obtained
from Bk,e as follows:
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Bue[{p}] = B(Bisla(p)]) forpeN. (A-28)

It is shown in [1],[10] that the basis matrices obtained
by Eq.(A-28) satisfy the definition of (Fgu)awFForb)'
VSS-1-PI scheme.

Finally, if the same column vectors are included in
all By, we can eliminate them from every By s, be-
cause the same column vectors in By s play no role,
and the pixel expansion can be reduced by the elimina-
tion.
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